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1 O6mme MOI0KEHHH
Pabouas nmporpaMma ¥ CITUTITHHBL «BesomacHoCTh cereit DBM» cocraBiieHa B COOTBET-

cTRuM ¢ TpeGoBanuaME  (enep
YTBEPAAEHHOTO [PHKA3OM MuUHHCTEPCTBA HAYKH H BbI

pauuu Ne 1457 ot 26.1

[IOIFOTOBKH «AHamH3 O€30MaCHOCTH UH(POPMALIMOHHBIX CHCTEM) IO
"Mrpopmarionnas 6e30macHoCT: ABTOMATH3HPOBAHHBIX
TTpakTHyecKas MOAroToBka peamm3yeTcs
IpodeccHonaIbHbIA cTanAapT yTBEpIKIIE

AJIBHOM 3amuUTHI 0T 15 ¢

UK B ABTOMATH3HPOBAHHBIX CHCTEMAX
cuiickoit Penepanun 28 centsiopst 2016 roxa,

Ha OCHOBE:

entssopa 2016 roga N 5220 Ne843

AIBHOTO TOCYIAPCTBEHHOr0 00pa3oBaTe/IbHOIO  CTAH/ApTa,
crero oGpasosanus Poccuiickon Dene-
1.2020, © OCHOBHO#M mpodeccroHaTBHOMI 00pa3oBaTeIbHOH IPOrpamMMbI

cremmansaoctr 10.05.03

cucrem".

HHOTO TIPUKa30M MuHHCTEpPCTBA TPY/d B COLH-
"CrenUaliCT 10 3aIuTe HHpopma-
" 3aperucTpHPOBAHHOTO B
perucrpaiHorHbli N 43857. O6oOmennas Tpy-

MuHHCTEpCTBE f0cTHIMA Poc-

nossle Qynxnum: B/03.6 Yrpapnexue 3amuTol HHQOPMAIMH B aBTOMATH3MPOBAHHBIX CHCTE-

max, B/02.06 AJMHHHCTPHPOBAHHE CHCTEM 3AIATHI

v OpPMAIIFE aBTOMATH3HPOBAHHBIX CH-

CTeM.

3ayaqu {3ydeHHe OCHOBHBIX MPHHIMIIOB (YHKIIMOHHPOBAHMSL CCTEBBIX TPOTOKOIIOB;

JMCLHILTAHEL TPUBMTHE HABBIKOB KOMILIEKCHOTO HPOEKTHPOBAHHS, OCTPOSHHMSL, 00CIy K1~
BaHHS M AHATH3a 3AIIAIIEHHBIX BBIYHCITUTEILHBIX ceTel; u3yyeHne OCHOBHbIX
yrpos B cetax 9BM n meToA0B NPOTUBOAEUCTBUA UM;

OcHOBHBIE BesonacHoCTh ceTell IBM, ceTeBEIe ONEpallHOHHBIE CHCTEMbI, CKAHMPOBAHIE

paszenbl / TeMbI

JMCITMILIMHBI

2 Tlepedens NUIAHHPYEMBIX PE3YJILTATOB 06yHeHNS 110 JHCHAILTHHE (MO/LYJII0),

COOTHECEHHBIX ¢ HHANKATOpaMH JMOCTHIKCHHA KOMIIETeHIH i

[Mpouecc u3y4eH

BaHHE CIEAYIOLINX KOMIIETEHIIHIH B COOTBCTCTBHH C

nporpammoii (Tabnuua 1

):

Ta6muna 1 — KoMIeTeHIHH i WHAKKATOPbI WX NOCTHIKCHIS

Jis TECIMILTHHE «Be30IacHoCTh ceTeil DBM)y HarnpasiieH Ha GOpMHPO-
®I'OC BO 1 0CHOBHOM 00pasoBaTelbHOH

Koy u HaWMEHOBaHHE
KOMTIETEHITH

MHauKaTophl JOCTHKCHH L

[Inanupyemble pe3yIbTaThl
00yyeHusl 110 JTUCLHIINHE

B

O6menpodeccHoHalbHbIE

OIIK-12 Crocoben
NPUMCHSTH 3HAHHSA B
obacti  Ge€30MacHo-
CTH BBIUHCIMTEIBHBIX
cerelf,  OICpalMOH-
HEIX cucteM u 0a3s
MAaHHBEIX TpH paspa-
60TKE aBTOMATH3HPO-
BaHHBIX CHCTEM

OITK-12.1 3naeT NPHHIHIBL 110-
crpoenust B (YHKIHOHHPOBAHMS,
MpUMEpBI pealu3alii COBPEMEH-
HBIX JIOKQIbHBIX H TJI00aNbHBIX
KOMIIBIOTEPHBIX CETEH, onepary-
OHHBIX CHCTEM H 0a3 JaHHBIX; OC-
HOBBI Obecrieuenust HHpOpMAL-
OHHOH 0e30IIaCHOCTH BBIMHCIIH-
TeJIbHBIX CeTel, OllepallHOHHBIX
cucTeM 1 0a3 TaHHbIX

3paeT TPHMEPBl  peann3aluu
COBPEMEHHBIX ~ JIOKAIBHBIX H
[I00ANBHBIX  KOMITBFOTEPHBIX
ceTel;

ocHOBbI obecredenns HHPOp-
MalMoOHHOM 0€e30I1aCHOCTH BBI-
YUCITHTEIILHBIX CETEH

OIIK-12.2 YmeeT IpOCKTHPOBATH
M aJMHHACTPHPOBATh KOMIIBIO-
TEpHbIE CETH, PEAIM30BHIBATE I10-
JIATHKY OE30TacHOCTH B CETAX
DBM, oIeparfoHHbIX CHCTEMax
u 0azax JIaHHbBIX

VMeeT IPOeKTHPOBaTh aIMHHH-
CTPUpOBATH,  PEATH30BLIBATH
MOJIUTHKY 0€30TacHOCTH B Ce-

T1x DBM
|




-

OIIK-12.3 Buajgeer HaBbBIKAMH
[OCTPOEHHS H aJMHHHCTPHPOBA-
HHS KOMIIBIOTEPHBIX CETEH, aj-
MHUHHCTPHPOBAHHS  OIEpalHOH-
HBIX cHCTEM M 0a3 [JaHHBIX C y4e-
tom TpeGoBaHmii Mo obecmeuc-
HIIO 0€30MacHOCTH

BrazeeT HaBbIKAMH [IOCTPOCHUS
¥ aJIMHHHCTPUPOBAHHS KOMIIb-
JOTEPHBIX CETEH C ydETOM Tpe-
Hopanuii 0 obecTeycHHIO Oe3-
OTIACHOCTH

OIIK-9  Cmocoben
permars 3a1adyd Ipo-
(eccHoHANLHOM  Jed-
TENBHOCTH C YYETOM
TEKYIEro COCTOSHUA
¥ TEH/CHUMH pPa3BU-
THg  uHQOPMAIMOH-
HBIX TEXHOJIOTHH,
CpEICTB TEXHUUECKON
samuThl  HH(pOpMa-
LHH, CeTEel W CHCTEM
mepejaun  WHGOpMA-
MU

OTIK-9.1 3naer Texyliee cOCTos-
HHE W TEHJEHIHH pa3sBUTHI MH-
(hopMaIHOHHBIX TEXHOJIOTHHA,
CpEeNCTB TEXHHYECKOH 3allAThI
uHpOpMALUH, CCTEH H CHCTEM
nepenaun HHGOpPMALUHT; TIOPATIOK
oprasu3aluy padboT 1o TEXHHYE-
cKoit 3amuTe KOR(UISHIHATBHOH
uHpopMalid Ha OOBEKTAX HH-
(hopMaTH3ALKH

3HaeT TEKYIEe COCTOSHHE U
TEHJCHLMH pa3BUTHS HHPOpMA-
[IHOHHBIX TEXHOJIOIHH, ceTed
cucTeM Tiepeadi HHpopMam

OIIK-9.2 Vmeer mIaHHpOBATh,
OpraHM30BBIBATH ¥ KOHTPOJIMPO-
BAaTh BBIIOIHEHUE MEPOTIPHATHI
[0 TexHWYecKol 3aimuTe HHPOp-
Manum

VMeeT IUIaHHPOBATh, OPTaHu30-
BBIBATh W KOHTPOJIMPOBATH BbI-
[OJHEHHE MEPOIPHATHH MO 3a-
nuTe HHGOPMAIKH

OIK-9.3 Buageer wMerolamu
NpOEKTHUPOBAHHUA ¥ HABBIKAMU
SKCIUTyaTallAl CHCTEM M CeTed
mepenadn MHMOPMAIHK TpH pe-
[IeHuH 3a7a4 TTPO(EeCCHOHATBHOM
NesSTeNbHOCTH; HABHIKAMH  ITPH-
MEHEHHs COBPEMEHHBIX aIapar-
HBIX YCTPOHCTB 3ammuThl MHPOP-
Mampd ¥ CHCTeM Ieperayd HH-
(hopmanuu

Brajgeer MeTOIaMHU [IPOEKTHPO-
BaHUs ¥ HABBIKAMH DKCIUIyaTa-
MM CHCTEM W ceTed meperadu
MH(pOpMAIMK TPH PELICHHH 3a-
nad  mpodecCHOHANBHOH  Jes-
TENLHOCTH; HABBIKAMH TIPHME-
HEHHS COBPEMEHHBIX alnapar-
HBIX YCTPOHCTB 3allliTBl HH-
dopMauuy ¥ CHCTEM Iepejiavn

unabopMaIyH ]

3 MecTo IHCHHILTHHBI (MOXYJIs1) B CTPYK
JucrmmuHa(Moy.h) «besonacHocTs ceTei
JIMCIIATIIMHA SIBIAETCA 643080 JTUCIHUIUTHHOM,

(MOTyIH)» U OTHOCHUTCA K 00s3aTeNBHBIM JUCIUILIHHAM.

Tl OCBOEHHMS JIHCLHMIIAHEL HEO
THYECKOH JIeATENLHOCTH,

Type 00pa3oBaTeIbHOI TPOTPAMMBI
DBM» m3ydaercs Ha 3 Kypee B 7 ceMeCTpe.
BXOJHT B cocTap 0oka 1 «/IHCIHITHHEBL

GXOMMBI 3HAHAS, YMEHHS, HABBIKA U (MJIA) OTBIT MPaK-
opOPMHPOBAHHBIC B MPOLECCE M3YUCHUS JIHCIAILIHE / mpaxkTHK: OC-
HOBBI HH(OPMALMOHHOH Ge30MacHOCTH, OpraHH3altHi 5BM

M BLIUMCIIHTEIBHBIX CUCTEM, TCX-

HHYecKas 3amiTa HEPOPMAIHH, CETU U CHCTEMBI TIepeiain uHpOPMALHH, aIMHHICTPHPOBAHHIE

pactiperieleHHbIX MHPOPMAIMOHHBIX CHCTEM, ©e30MmacHo

HOCTb CHCTCM 0a3 JaHHbBIX.

3HaHus,

YMEHHS M  HaBBIKH,
«BesomacHocTh ceteit DBM», 6ynyT BoCTpe

3aIUTe BHITYCKHOM KBanupUKAIHOHHON paboTEL

Jucuummna «be3omacHoCTh cereit

CTH ONEpPalMOHHBIX CH CTEM,

6e3omac-

copMUpOBAHHBIE TIPH H3YYCHMH JHCIHTUTHHEL
GoBaHbl IPH TOJTOTOBKE K MPOIEIyPe 3aHThl K

JHBMy uacTHuHO peanusyercs B GopMe mpaKTH4e-

CcKOii OAroToBKH. [TpaKTHUecKas NOArOTOBKA OPraHu3yeTCs MyTeM BBLIIIOJIHEHHUS Ta00paTOPHBIX

pabor.

JNucnummba «be30nacHocTs cereit DBM»
niena Ha GopMUpOBaHHE Y 00YJAIOMUXCS yMEHU aprym
npo(hecCHOHAIBHBIE

pa3BUBACT

YMEHHS,

TIPOU3BOICTBEHHBIX 3aJaHui.

4

OTBETCTBECHHOCTH

B paMKaX BOCTIMTATE/bHOH pabOThI HaNpas-
EHTHPOBATh, CAMOCTOATEIIBHO MBICIHTD,

32 BBINOIHEHHE YydeOHO-



4 OGBbeM JMCHAILTHABI (MOAYJIS) B 3a4eTHBIX eTHHALAX ¢ YKAAHUEM KOJIN4ecTBA
aKaJeMHIEeCKHX YACOB, BhUIEJCHHBIX HA KOHTAKTHYIO paboTy 00yJaroNIHXCH C
npenojaBaTesiem (110 BHAAM yueOHBIX 3aHsATHII) H HA CAMOCTOSITENLHYI0 paboty
00y4alomuxcs

OG6m@s TPYI0eMKOCTh (00HEM) JIMCLUIITAHBL COCTABIIET 5 3aueTHBIX eauun, 180 axa-
JIEMHYECKHX JacoB.

PacrpejiencHue 00beMa UCIUILITAHBL (MO/IyIIs) TO BHaM y4eOHBIX 3aHATHN IPEJICTaB-
neHo B rabmune 2.

Ta6muma 2 — O6beM AMCIMILTAHBI (MO/yJIs) [0 BUIAM yueOHBIX 3aHATHH

Bcero akagemu-
‘7 O0beM JHCIHILIAHDI ARE
YeCKHX 4aC0B
O61mas TPYA0eMKOCTD JIACIHILIHHbL 180
KonTakTHas ayanTopHasi paboTa 00y4a0MUXCs ¢ NPenoaaBaTeIem (o 9

BHIAM y4eOHbIX 3aAHATHIH), BCero
B Tom umcie:

JaNSTHA JCKIHMOHHOI0 THIA (JIEKIMHA M WHbIE yUCOHBIC 3aHATHS, TIPCLy-
CMATPHUBAOIIKE IPEUMYIIECTBCHHYIO Epe/aTy yuebHOH HH(OpMAIUH Tie- 32
JArOrHYecKHMH PabOTHUKAMM)

3QHSITHS CEMHHAPCKOTO THIIA (CEMHUHApDI, TPAKTHYECKHE 3AHATHS, IIpaK-
TUKYMBI, Ta6opaTopHbie pabOThI, KOITOKBAYMBI H HHBIE aHaOrMYHbIE 3a- 64
HATHUS)

CamocTosITeJIbHAA pa6oTa 00yJar0MHXCs M KOHTAKTHAH pabora, BKITIO-
yarolIas rPyHIOBbIe KOHCYITAIMH, HEHBALYaTbHYIO paboty obydaro-
LIIXCS ¢ TIPEIIoiaBaTelsiMu (B TOM YHC/IE HHMBHITYaIbHbIC KOHCYJIBTAIIHH);

e u . 48
BIAMMOEHCTRHE B MIECKTPOHHOH HHPOPMAIHOHHO-00Pa30BATENBLHON Cpeae
BY3a
Huas KOHTaKTHas padoTa 1
TTpoMesKyTOUHAs aTTECTaIlks 00y aIOLMXCH —DK3a_MEH 35 J

5 Copep:xaHue TUCIHIIHHBI (MopyJist), CTPYKTY PHPOBAHHOE 110 TeMaM (pa3zaenam)
¢ yKa3aHHeM 0TBE/IEHHOI0 HA HUX KOJIHIECTE aKaJeMHYeCKHX 4acoB H BH10B
yuebnoii paboThl

Tabmuua 3 — CTPYKTYpa H COJEPIKAHHE A CIIAIIHHDI (MoTy1st)

Buyipl yueGHO# pabOTHI, BKIIOUAS CcaMocTost- |
TeJIbHYIO paboTy 00yUJarOIHXCs U TPYA0EM-
KOCTh (B Yacax)
KonTtakTnas padora
HauMmeHOBaHHE pa3/esioB, TEM U COJIEPKAHUE IIpeno/iaBaTels ¢ 00yJaIomUMHCH
Marepraia Jlexuun | Cemuuap- | JlaBopa-
CKHE topusie | CPC
(nipakTH- | 3aHATHA
YeCKHe
3aHATHS)
BesonachocTs cereil IBM. 16 32 4
PacnipeneneHHast 06paboTKa JaHHBIX. Kaccu- (4%) J

5



HauMeHOBaHHE Pa3/ENIOB, TEM U COJEPHKAHNE
Marepuana

KOCTB (B 4acax)

Buzel yueOHON paboThl, BKIIOYAsd CaMOCTOA-
TeIIbHYIO paboTy 00YyHAIOIIHXCs U TPYI0CM-

KonTtakTHas pabora
npenoasarels ¢ 00y IaomuMHUCs

Jlexmmm

CemuHap-
CKHE
(mpaKkTH-
YEeCKUe
3aHATHA)

Jla6Gopa-
TOpHBIE
3QHATHS

CPC

duxamms ceteil Mo crocobam pPacpeieseHHs
JIaHHBIX, CPABHHTEIIbHAS XAPAKTEPUCTHKA pas-
unbX THIOB cereir. CeTeBble CTAHAAPTBL H
1poTokoibl. CeTeBble ONMEPalMOHHBIC CHCTEMBI.
CpejcTBa B3aMMOJIEHCTBHS TIPOLIECCOB B CCTAX.
CucTeMbl KJIHEHT-CEPBEP, OJHOPAHTOBBIE CCTH,
JIOKaJIbHBIE 1 rIo0anbHble ceTH. HeomHOPOIHbIE
BBMHCIATETbHbIE ceTH. OCHOBBI Kimaccu(uka-
LMK CeTeBBIX yrpo3 i aTtak. [[puMephl TUIIOBBIX
araK ¥ PEKOMEHJAIHH 10 HOCTPOCHHUIO CHCTEM
3aIIETHL BinsHde HeloBeueckoro (axkropa Ha
ceTeBylo  OezomacHOCTh.  MapiipyTu3aTopsl,
Meskcerenble dkpanbl (M), OCHOBHBIE CXEMEI
npumenenus MD. AOOHEHTCKOS mgpoBanme.
BupTyanbHble 4acTHBIE CETH. 3allldTa KOMIIO-
perros ceru or HCJl. WpeHtn(ukauus H
ayTeHTH(QUKaIMs aOOHEHTOB CETH. MeTobt
pasjieneHusi pecypcoB U TEXHOIOTHA PasrpaHu-
GeHHs JOCTYIA. DJeKTpOHHas MH(pposas mof-
mweh ¥ nmaketHoe wrdposanue. Kpunrorpadu-
JeCKWe CeTeBbIE IIPOTOKOIBL Y TPABJICHHE KIIFO-
yamu. 3aimurTa oT c60eB 3JIEKTPOIIMTaHuUs, arlia-
PATHOTO U IPOTPAMMHOIO OOECTICUCHHS. Kon-
TPOJIb ¥ Paclpe/IeIeHIe Harpy3KH Ha BBITHCIA-
TenpHylo ceTh. CraHaapThl 6e301aCHOCTH BBI-
GMCTATENBHBIX ceTeil 1 uX KomnoneHToB. I1pa-
BOBBIE OCHOBBI 3aLIMTHI WHGOOpPMAILMK B CETSX.
CxaHHpOBAHHE HA HAIMINE yA3BAMOCTEN

CeTeBbie 0NePAMOHHBIE CHCTEMbI, ATAKH.
Cetenbie onepanuonnbie cucremsl (0C)
NetWare, Windows, Unix. OcHOBHBIE TPOTOKO-
JTB1, CITYKOBL, QYHKIHOHHPOBAHHE, CPE/ICTBA
obecreuens 6e30MacHOCTH, CPeCTBa yIpaB-
JICHHSL © KOHTPOJISL, TeHepaLlutsi, COMPOBOMKICHUE
¥ pa3paboTKa MPHII0KEHHH. TloHsTHE TIOJIUTHKH
GezonacHocTH. THIIOBBIE 27IEMEHTHI HOJIUTHKH

16

32
(4%)

24




-

HaumeHoBanue pa3jie/ioB, TCM A coJepiKaHue

Buysl yaeOHo# paboThl, BKIIOYAsA CaMOCTOS-
TeJIbHYI0 paboTy 00yHaromHXcs H TPYI0eM-
KOCTb (B Yacax)

KonTakTHas padota
peno iaBarells ¢ 00yyalomUMHCs

Marepuana Jleximu | Cemunap- | Jlabopa-
CKHe TOPHBIE CPCE
(npakTH- | 32HATHI
YECKHe
3aHATHS)

Ge30macHOCTH. PexoMeHIaliH 10 TIOCTPOSHUIO
noyuTHKH 0e3zonacHocTH. OCHOBHbIC HIATH IO
peaTu3ayy NOIUTHKH GE30MacHOCTH. [MTonnep-
JKaHHe ¥ MOAM(HUKATHS TTOJHTHKH 0e30MacH0-
cTr. Vicnonp3oBanue OpaHaMayspa B CCTEBbIX
OC. Vyanernsiii goctyn K ceresbim OC. Jlemn-
nuTapH30BaHHas 30Ha. [Iporece cTaHIapTH3a-
1w Vaepret. Ba3oBble MPOTOKOTIbI CeMeHcTsa
TCP/IP. IIpoTOKOJIbI yIIpaBIeHHs CCTBIO. Tlpu-
KJTa/THBIE TPOTOKOJIBI K CITyKOBI. DK TPOHHBIN
10xyMenT0000poT. OcOBGEHHOCTH peai3alii i
B3AMMO/IEHCTBHSI TIPUJIOKEHMIA Ha Pa3IAIHBIX
mnargopmax. [TporpaMMupoBaHue as WWW.
Jloctyn k 6a3aM 1aHHbIX B IHTEPHET. Orpanu-
qeHHMs COBPEMEHHOM apXHTeKTyphl HTepHeT.
HoBble CTAHIAPTHI ¥ IPOTOKOIIbL. SI3BIKOBBIE
CpeCcTBa MPEeACTaBICHHS undopmanyy B UH-
tepuet. Ceru nHTpaneT. OCHOBHBIC MPHHIHILBI
obecredenus 6€30MACHOCTH U YIIPABICHHUS pac-
Ipe/e/IeHHbIME PECypPCaMH. Obecnieyenne
HanexHocTH HEppacTpyKTyphl UntepHet. Bu-
b MCTIONB3YEMBIX B VIHTEPHET KAHAIIOB CBA3H.
OcOOEHHOCTH UX 3aluThL Mcnonp3oBanie
MEIKCETEBBIX IKpaHOB. BHPTYalIbHBIC JACTHBIC
cetd. ITpoTOKOIBI MAPIIPY TH3ATIHH. CemeiicTBO
TCP/IP. CiyxGb1 oucka. be3ormacHoCTb WWW
¥ 9JIEKTPOHHOM 110UThL. Be30macHoCTh Java.
CraHJapThl ¥ IPOTOKOJIBI 3AITHIIEHHOT0 JJICK-
TPOHHOTO JIOKyMEHTO000pOTA, 3amuTa 1po-
TPAMMHOTO OKPYKEHHUS pabouel CTaHIHH. 3a-
IMTA [ePCOHATBHBIX JTaHHbIX. 3aluTa OT BUpY-

coB. Be3onacHoCTh pa3audHbIX THIIOB IOKIIIO-
yenust k MHTepHeT. ViHTerpanus JoKaIbHbIX
ceTeil B pervOHANIBHBIE U TII00ATBHBIE CETH.
KoHTpOTb ¥ aHaIu3 00eCeyeH 0e301acHOCTH
nomrouenns K Murtepuer. [lepexpat NakeTos B
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Buzs! yueOHOIH paboThL, BKIIOYAA CAMOCTO-
TeNBpHYIO PaboTy 00y4AIOIHXCs K TPYA0EM-
KocThb (B Yacax)
KounraxTHas pabora
HauMeHOBaHHE pa3/IeNoB, TEM H COACPIKAHHE Ipenoy@aBaress ¢ 00y aoMuMHCH
MaTepHuaia Jlexnuu | Cemumap- | Jlabopa-
CKHE TOPHBIE CcpC
(mpakTH- | 3aHATHI
YeCcKHe
3aHSATHA)
JIBC
HUTOIo
32 64 48
1O AUCHUILTHHE J

* peanmsyercs B hopme MPAKTHICCKOH TTOArOTOBKH

6 BueaynuTopHasi cCaMOCTOATENbHAR paboTa 0Gy4AIOIHXCs 1O THCIAILTHHE
(mozy.1I0)

[lpy MIAHAPOBAHHU CaMOCTOATE/IBHON PaboThl CTYJACHTY DPEKOMEHYeTCs PYKOBOA-
CTBOBATHCS CJELYIOIIEM PACTIpeieIeHHeM 1acoB Ha caMOCTOSTEIbHYIO paboTy (Tabania 4):

Ta6mna 4 — PexoMerIyeMoe pacipeIe/ICHUC YacoB Ha CaMOCTOATENBHYIO paboTy

KOMIIOHEHTHI CAMOCTOSATEILHOM PatoThl Koan4ecTBO 9aC0B
U3ydeHne TEOPETHUCCKAX Pa3/IeioB AMCIMILTHHDL 6
[ToAroToBKa K 1ab0paTopHBIM paboTam 6
IMoarotoBka u 0ohopMIICHHE PI'P 36
Bceero 48

7 OueHoYHbIE CPEACTBA ISk NPOBEACHHS TEKYIIET0 KOHTPOIs
¥ IIPOMESKY TOUHOM aATTeCTAHH 00y9aIoIHUXcs N0 AHCHHIIHHE (mMoy.T10)

DOH OLEHOUHBIX CPEICTB TSl [POBEICHHUS TCKYIIETO KOHTpOJISL YCIIEBAEMOCTH H TPO-
MEXKyTOYHOH aTTeCTAllH NPE/CTABICH B [Tpuosxennu 1.

ITomHbri KOMIIEKT KOHTPOJBHBIX 3a/IaHH# MM HHBIX MATEepHANIOB, HEOOXOIUMBIX JUIS
OLCHHBAHHS Pe3y/IETATOB OOYUYCHHA IO JINCIMILIHHE (MOyIIO), PaKTHKe XpaHATCH Ha Ka-
denpe-pazpaboTuHKe B OYMaKHOM H 3JIEKTPOHHOM BHJIE.

8 VYueGuo-meromuyeckoe H  HHPOPMANMOHHOE obecredeHHe  IHCHHILIHHBI
(mMopmyns)

8.1 OcHoBHag JUTEpPATYpa

1. KoMmnptorepHsie ceTH: YuebHOe nocobue / Kysun A.B., Kysun JL.A. - 3-¢ u3n., mepe-
pa6. wm gmom - 2015 - 192 c: — [ZNANIUM.COM] - Pexum mocryna:
http://znanium.com/catalog/product/ 536468, orpaHUYEHHBIH, 3aril. ¢ 2KpaHa.

2. CeTH CBSI3H M CUCTEMbI KOMMYTalHH: VueGnoe nocobue / Ilapusos A.B., Pommyran
C.B., Memsuuk B.A. [ZNANIUM.COM] 2015. - 178 «¢. - Pexum jocTyma:
http://Znanium.com/catalog/product/923309, OrpaHHUeHHBIN, 3arii. ¢ 9KpaHa.

3. KoMmpioTepHEie ceTh: YuebHoe nocobue / H.B. Makcumos, M.H. Tlomnos. - 3-¢ U3,
uenp. u Joi. - M.: dopyMm, 2008. - 448 c.: mr.; 60x90 1/16. - [ZNANIUM.COM] - Pexum zo-
cTyna: http://znanium.com/catalog/product/163728, orpaHHYeHHBIH, 3ariL. ¢ 9KpaHa.
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8.2 JlomoJHHTeALHASH JATEPATYPA

1. Moiigona D. Be30nacHocTh ceTel [DIeKTPOHHRBIH pecype]/ Moo D.— DJIEKTPOH.
TexcToBbIe faHHbie.— M.: MHTepHET-YHUBEPCUTET Undopmanuonnsix TexHomorui (UHTY-
WUT), 2015.— 571 c.— Pexum jpocryna: http://www.iprbookshop.ru/73727.html // TPRbooks:
9NIEKTPOHHO-OHOIMOTe HASL cucrema. - Pexum mocTyma:
http://www.iprbookshop.ru/6723l‘html, OrpaHHYeHHEIH. — 3aril. ¢ 9KpaHa.

2. Buanruposa JI.@. BpraucauTelbHbIE CHCTEMEL, CeTH W TeJeKOMMYHHKaIHu [Dnex-
TPOHHBIH pecypc]: yueOHO-METOAUHECKOC rocobue/ 3uanrupopa JI.D.— DIEKTPOH. TEKCTO-
Bie mamnbie. — 2015.— 150 ¢. // IPRbooks: 271eKkTpoHHO-0MOIMOoTe Has CHCTEMA. — Pexum
JocTyna: http://www.iprbookshop.ru/67231.html, OrpaHHYEHHbIH. — 3arl. ¢ 9KpaHa.

3 U.A. Tpemes, I.O. B agiikus, M.A. Koxun be3onacHocTh onepatnoHHbX CHCTEM.
Uacts 1. Raid, BoccTanoBieHHE (aifios, metasploit // U31aTenbCKue pemeHns 2020 - 140c.

4 VLA, Tpemes, I.®. Bumbsikun, W.A. Koxua. AIMAHHCTPUPOBAHAE pacmpe/ie/ieH-
HBIX HHGMOPMAIMOHHBIX cucTeM. YacTh 1. AIMUHHCTPHPOBAaHHE MHPOPMALHOHHbBIX CHCTEM. /
Wanatensckue pemrenus 2020 - 162c.

5 N.A. Tpemes, C.B. IIpoxobeB. AIMUHACTPHPOBAHHE pacnpeielieHHBIX HH(OpMaru-
onEbIx cucrem. Yacts 2. Texnomoruu HHGOPMAIMOHHBIX CHCTEM // U3narenbCcKkue perieHus
2021 - 228c.

6 U.A. Tpemes, C.B. IIpokodres. bezonacHocTh olepanHOHHbIX cHcTeM. JacThb 2. One-
paLMOHHbIE CHCTEMBI, YA3BHMOCTH. // Uspatenbekne pemenns 2021 - 262¢.

7 N.A. Tpermes AHaJH3 3alMIIEHHOCTH Pacpe/IeeHHbX uHbOPMAIMOHHBIX cHCTEM. //
Manarensckue pemenus 2020 - 102c.

8 B.A. Tuxomupos OmnepariOHHEIC CHCTCMBL. Y. 2. OnepanuoHHbIE CHCTEMBI 3AIIUIICH-
HOro pekuma paboThl MPOLECCOpa: Vue6. mocobue. — KoMcoMouIbeK-Ha-AMype: rOYBIIO
«KuAI'TY», 2003. - 206 c.

9 A.A. Xycannos, H.H. MuxaiiioBa ApXuTEKTypa BBIYHCIATENLHBIX cHcTeM: Yueb. mo-
cobme / A.A. Xycaunos, H.H. Muxaiinosa. — KomcoMombek-Ha-Amype: ['ocynapeTBenHoe 06~
pasoBaTenbHOE YHIPEXK/ICHAE BBICIICIO npodeccHoHanbHOro 06pasoBanus «KOMCOMOJTbCKUH-
Ha-AMype Toc. TexH. yH-T», 2007. — 123 c.

8.3 MeroquuecKHe YKa3aHus I CTYIeHTOB 110 0CBOEHUIO THCIMILITHHE
O6yueHne AHCIHIUTAHE «be3onacHocTh cereit DBM» mpennosaraeT U3y4eHHE Kypca
Ha ay/UTOPHEIX 3aHATHAX W B XOZC caMOCTOSTeNbHOM paboThl. AyIMTOPHbIC 3aHATHA IIPOBO-

asiTes B (popMe JeKnuit 1 1abopaTopHEIX 3aHATHH.

Ta6muana 7 MeToauyeckue yKasaHus K OTICIbHBIM BIIaM JIeATC/IbHOCTH

Bun y4ueGHOTO Opranu3ainus JesTelbHOCTH CTYACHTA
3aHATHA
Jlexkums Hanuncanue KOHCIIEKTA JIEKLMiA: KPaTKO, CXeMaTHIHO, MOC/ICN0Ba-

TE€JbHO (bl/lKCHpOBaTb OCHOBHBIE NOJIOXKEHHA. BpiaensaTh KJIHO4YEBbIE CJIOBA,
(bOpMyIIbI, oTMEYaTh Ha Nojdax XTO"IHHK)IIIPIG BOIPOCHI T10 TEME 3aHATHA

JlaGopatop- Pa6oTa ¢ aBTOMATH3HPOBAHHBIMH PAGOUHMH MECTAMH.
HbI€ 3aHATHE

Camocros- Jina Gosee Ty0OKOro W3yUEHHs pasiesion JUCLMILIMHEL npesmy-
TenbHas pabora CMOTpEHBI OT/IELHBIC BHIIBI caMOCTOSITEIbHOH paboThl: MOATOTOBKA K Jia-

60paT0prlM 3aHATHSAM, U3YUYCHHE TeOpCTI/I‘{GCKHX pas3feJsioB JHCLUUIUIHHBI,
noaroroska PI'P.

CamocTosTelpHas paboTta sjseTcs Hanbonee IpoyKTHBHOM (opmoi obpasoBaTeshb-
HOil ¥ TO3HABATEIBHOM IEATENHHOCTH CTY/ICHTA B nepuo]i 00yueHUs. CPC HampapiieHa Ha
yriyGeHne U 3aKperyieHne 3HaHMii CTYICHTA, PA3BUTHE MPAKTHICCKUX ymennii. CPC o aue-
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munise «BesomacHocTs ceTeil DBM» BKITIOUACT CIIC/YIOIHE BHIBI paboT:

— paGoTy ¢ NEKIHOHHBIM MaTEPHAIIOM, TIOHCK H 0630p JIUTEPATYPhI ¥ NIEKTPOHHBIX HC-
TOYHUKOB HH(OPMALIHH IO HH/ABHIYAILHOMY 3a/IaHHIIO;

— OTIEPEIKAIONIYIO CAMOCTOATENBHYIO PaboTy;

— H3ydeHHE TeM, BRIHECCHHBIX HA CAMOCTOATEIBHYIO npopaboTKy;

— [OATOTOBKY K TIPAKTHYECKHUM 3aHATHAM;

_ ppmosmenne u opopmiaenue PI'P.

KOHTpOTs CaMOCTOATENbHOH padoThl CTYACHTOB M Ka4eCTBO OCBOCHHS JHCIHIUIMHEI
OCYLIECTBILIETCS TIOCPEACTBOM:

— MpeJICTABJIEHHS B YKa3aHHbBIC KOHTPOJIBHEIC CPOKM pe3y/IbTATOB BBITIOHEHMS 3a/1aHA
JUISL TEKYIIETO KOHTPOJIA;

— BBIIOTHEHMS 1 3amuThl PLP;

PacuerHo-rpaduueckne paboOTHI JA0JKHbI OBITH OGOPMIEHBI B COOTBETCTBUH C Tpebo-
BAHKSMH BHYTPEHHHX HOPMATHBHBIX IOKYMEHTOR OI'BOY BO KHAIL'Y.

8.4 CompemeHHbI¢ NPOdECCHOHAIBHBIC 6a3pl JAHHBIX H HHpOPMAIHOHHbIE
CIPABOUHBIE CHCTEMBI, HCIO/b3yeMbIe PH OCYINECTRICHHHN 00pa30BaTEILHOIO
npouecca Mo AHCUHILINHE

1. DraekTpoHHO-OMOIMOTEHHAA CHCTEMA ZNANIUM.COM — http://www.znanium.com.
2. KoncynpraHTt

8.5 Ilepeuyenn pecypcoB uﬂ(bopMaunonno-Te.nelcomMymmaunounoi‘l CeTH
«HHTepuer», HeOOXOAUMBIX 111 0CBOCHUS AHCIMILIHHBI (MO I51)

1. Hayunas snektponHas OubnnoTexa Elibrary http://elibrary.ru.

C 11e]TBIO TIOBBIIICHNUS Ka4eCTBa BEIEHHU 06pazoBaTelbHON ICATENBHOCTH B YHUBEP-
CHTeTE CO31aHa HIEKTPOHHAs HHPOPMAIMOHHO-00pa3oBaTEbHA Cpe/a. Ona mozpasy-
MeBaeT OPraHK3alHIO B3AUMOICHCTBIS MEXKY OGYUAIOIUMHCS H TIPETIO/[aBATEIIAMH He-
pe3 cucTeMy THYHBIX KaOMHETOB CTY/ICHTOB, PacIONOKEHHBIX Ha OQUITHATLHOM caiiTe
YHHUBEPCHTETA B uchopMauHOHHo-TeneKOMMyHﬂKaun()HHoﬁ cetu «MHTEpHETY MO aIpe-
cy https://student knastu.ru. Cosfannas WH(OPMAIHOHHO-00pa3oBaTeNIbHAs Cpe/ia T03-
BOJISIET OCYIIECTBIIATh B3AMMO/ICHCTBHE MEHKIY yHACTHHKAMH 00paz0oBaTeILHOTO NPO-
llecca IOCPeICTBOM OPTaHH3aIlHH JMCTAHIMOHHOTO KOHCY ITHPOBAHHS 0 BOIIPOCaM
BBITIOTHEHHS IIPAKTHYCCKIX 38/[aHUH.

8.6 JInmeH3HOHHOE MPOTrpaMMHoe ofecreueHne, HCT0IL3yeMOe IIPH
ocyIIecTBJIeHHH 06pa30BaTeILHOTO MpoLECea 1o JAACHHATLIHHE

Ta6mumna 5 — [lepeueHb HCIOJB3yEMOr0 TPOrpaMMHOTO obecreueHHs
Haumenopanue [10 PeKBH3UThI ]

Mlcros9ﬁ® Wmdovys Jlunensuonublii ceprudurar Ne 46243844 ot 09.12.2009
Professional 7 Russian

Open Office nin ananor CB06OIHO-PACTIPOCTPAHAEMOE
OnepaloHHas CHCTeMa Kali
Linux Wiy aHajaor

CRr060IHO-pacIPOCTPAHACMOE

Onepauponnas cucrema Ubuntu
P& CpoboHO-pacrpocTpaHIeMoe

WIH aHaJIor
irtual Box uiu
Tunepsusop Virtua CBo60HO-pacTpoCTpaHsIeMOe
aHasor
O6o3pesatenb Google Chrome Cp0001HO-PACcIPOCTPAHACMO®
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WJIYM aHajor

PacrnpocTpaHseTcs cBOGOIHO MPH fecrIaTHOM perkucTpalyuy B ce-

Cisco Packet Tracer R .
tepoit akagemun Cisco

9 Opranu3alHOHHO-NEIArOTHIECKHE YLI0BH

Opranu3ariisi 00pa3oBaTeNbHOTO Hponecea permaMeHTHpyeTcs yueOHbIM IJIAHOM U pac-
nmucaHdeM yueOHbIX 3aHATHiH. SI3BIK obyuenns (MPEmOIaBaHus) — pycckuii. Jlng Beex BHJIOB
ayTMTOPHBIX 3aHATHHA aKaJeMAUYCCKHI 4ac YCTaHABIMBACTCS IIPO/IOJBKATE/ILHOCTEIO 45 MHHYT.

Ipu popmMHUpOBAHUH CBOEH HH/MBULyaTbHOR 00pazoBaTeNbHON TPACKTOPHH oby4aro-
[Aics MMEET paBo Ha TIepe3ayeT COOTBETCTBYIOMMX JHCIHMILIHH 1 npodecCHOHANBHBIX MOZY-
Jieit, OCBOEGHHBIX B IPOIECCE TIPEIIECTBYIONIETO 00yveH s, KOTOPBIH 0cBOOOKIaeT 00yJaioe-
rocs OT HE0OXOMMOCTH UX IIOBTOPHOTO OCBOCHHA.

9.1 O6pa3zoBaTelbHbIe TEXHOJIOTHH

VueGHBIHA TIPOIIECC IIPH NIPETIO/IABAHMK Kypca OCHOBBIBACTCS Ha HCIIONIB30BAHUE TPAIIH-
[IMOHHBIX, MHHOBAIMOHHBIX ¥ HH(POPMAIHOHHEIX 0Gpa3oBaTeNbHBIX TEeXHOIOTHiH. TpatuiuoH-
Hble 0OPA30BATEIbHBIC TEXHOIOTHH TIPE/ICTABICHDI JICKITHMAMH H CeMHMHAPCKUMHE (IIPaKTHYECKA-
MH) 3aHATHAME. VIHHOBAIMOHHBIC 00pa30BaTENbHEIC TEXHONOTHH MCTIONB3YIOTCS B BHJIE IIHPO-
KOTO TIPUMEHEHHSI AKTUBHBIX M HHTEPAKTHBHBIX dopm mpoBezicHAs 3aHATHH. MHPOPMAIMOHHEIC
o6pa3oBaTelbHEIe TEXHOJIOIHH PEATH3yIoTCs IyTeM AKTUBH3AIMA CAMOCTOSITENBHOM PabOThL
CTY/IEHTOB B HH(OPMALOHHOH o6pazoBaTeIbHOH CPene.

9,2 3auaTHA JEKIIHOHHOI0 THIIA

JIeKLHOHHETA Kype TIPeANoNaraeT CHCTEMATH3HPOBAHHOE H3IIONKCHHE OCHOBHBIX BOIIPO-
cOB y4eOHOTO TIIaHa.

Ha nepBoif JeKiyy JIeKTOp 00s3aH MPEyIPEUTh CTYACHTOB, OPYMEHHTENIBHO K KaKOMY
6a30BOMY yueOHHKY (yueOHUuKaM, yueOHBM T0cOOHIM) Oy/IeT IPOYHTAH Kype.

JIeKIHOHHBIA Kype JOJIKEH AaBaTh HaHOOJIBIIMH o6beM HHPOPMALHH B 00ecIeHHBaTh
Honee rIy0OKOE ITOHUMAHKE yueGHBIX BOIIPOCOB NPH 3HAIMTEIIHHO MeHbIIeH 3aTpaTe BPEMCHH,
yem 510 TpeOyeTcs OOJIBIIMHCTBY CTYIICHTOB Ha CaMOCTOSITENILHOE H3yUeHHe MaTepHala.

9.3 3aHATHA CEMHHAPCKOr0 THIA

CeMHHAPCKHE 3aHATHS TIPEICTABIIOT coBoii JleTaIn3aIHrIo JTEKIHOHHOIO TeOPETHHIECKO-
T'0 MaTepHaa, POBOTCS B IE/IAX 3AKPEIICHHS Kypea 1 OXBATHIBAIOT BCE OCHOBHBIC Pa3[ebl.

OcHOBHO} (pOpMOI IPOBEJICHUS CEMHUHAPOB SBJAETCA obcyxnenune HanGoee npodneM-
HBIX ¥ CJOMKHBIX BOTIPOCOB IO OT/EILHBIM TEMam, a TalKe pa3bop NPHMEPOB M CHTyaluid B
ay/IATOPHBIX YCTOBHSAX. B 0053aHHOCTA NMPEMOAABATE/IA BXOJIST: OKA3aHME METOMHYECKOH IMO-
MOIIH ¥ KOHCYTHTHPOBAHHE CTY/ICHTOB 10 COOTBETCTBYIOMUAM TeMaM Kypca.

AKTHBHOCTD HA CEMUHAPCKHX 3aHATHSX OLEHHBACTCA MO CICAYIOUMM KPUTEPUAM:

. OTBETHI Ha BOIPOCHL, IPEIaracMble IPErnoaBaTeieM:

- yuacTHe B IMCKYCCHAX:

. BBUIOJIHEHHE [POCKTHBIX M HHBIX 3a/aHHHA;

. ACCHCTHPOBAHHE NPENOIABATENIO B IPOBEICHHH 3aHATHI.

OTBeT JOJKEH OBITH APTYMEHTHPOBAHHEIM, PA3BEPHYTHIM, HE OJTHOCJIOKHBIM, CONEPXKAT
CCHUTKH Ha HCTOUHHKH.

JloKazsl ¥ ONITOHMPOBAHHE JOKJIAL0B MPOBEPAIOT CTeleHDb BJIAJCHHS TEOPETHIECKUM
MaTEepHAOM, a TAKXKE KOPPEKTHOCTE 1 CTPOrocTh paccyKIeHHH.

OnenuBaHue 3a/aHuif, BHITOJIHCHHBIX Ha CCMUHAPCKOM 3aHSTHH, BXOJUT B HaKOIUICH-

HYIO OLICHKY.
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9.4 CamocTosiTeIbHAst paGoTa 00y4A0IUXCS MO THCUMILIHHE (Moaym0)

CamocTosiTelbHas paboTa CTYIEHTOB — 3TO NMPOLECC aKTHBHOIO, IIeJIeHaNPaBIEHHOTO
IpHOGPETEHHs CTYAEHTOM HOBBIX 3HaHui, YMEHHI 0¢3 HEemoCpeNCTBEHHOIO y4acTHs MPerno/a-
paTesIsl, XapakTepu3yIOIHics [PeIMETHOH HarpaB/IeHHOCTDIO, 5()(eKTHBHBIM KOHTPOJICM H
ONIEHKO} Pe3yIHTATOB JEATEILHOCTH 00YHAIIEr OCs.

T1e/H caMOCTOATENBHOM PabOTHI:

. CHCTEMATH3AIis U 3aKPeIUICHHE HOJTyICHHBIX TEOPCTHHCCKAX 3HAHAM ¥ [IPAKTHICCKUX
YMEHHUH CTy/CHTOB;

- yriyGneHHe 1 pacLiipeHHe TEOPETHICCKIX 3HAHUH;

- opMHpOBaHHE yMEHHI HCTIONE30BATE HOPMATHBHYIO A CIPABOYHYIO TOKYMEHTAIHIO,
CIENHATBHYIO JIHTEPATYPY;

- Pa3BUTHE NO3HABATCIHHBIX crocobHoCTel, AKTHBHOCTH CTYJICHTOB, OTBETCTBEHHOCTH 1
OpraHr30BaHHOCTH;

- (hOPMHPOBAHHE CAMOCTOSTETHLHOCTH MBIIIICHU, TBOPUYECKOH WHUIMATHBEI, CIIOCOOHO-
cTeif K cAaMOPA3BHUTHIO, CAMOCOBEPIICHCTBOBAHHIO H CAMOPCAM3ALIHN,

- pa3sBUTHE HCCIICIOBATENLCKAX yMEHHH K aKaJeMAICCKAX HABBIKOB.

CamocTosTebHas paboTa MOXKET OCYINECTBIATECS HH/MBHILYATHHO HITH rpynnamu cry-
JIGHTOB B 3aBHCHMOCTH OT TENH, 00beMa, YPOBHS CIOKHOCTH, KOHKPETHOH TEMaTHKH.

TeXHONOTHs OPTAHH3ALME CaMOCTOATENbHOH paGoThl CTYZEHTOB BKIIOYAET HCTIOIB30BA~
HHe HHPOPMAIHOHHBIX H MATEPHATIbHO-TEXHHUECKHX PECYPCOB YHHBEPCUTETA.

KoHTpoIb pe3yieTaToB BHeayTHTOPHON CaMOCTOSTENBHOH paboThl CTYIEHTOB MOXKET
[IPOXOJUTH B IACHMEHHOM, YCTHOH WK cMermaHHo# opme.

CTyaeHTEl JIOJDKHBI [OJIXOUTh K CaMOCTOATebHOM paboTe KaKk K HauBaXHCHIIEMY
CPEICTBY 3AKPEIUICHHS M Pa3BUTHS TEOPECTHICCKUX snanuii, BRIpabOTKe eJMHCTBA B3IVIALOB Ha
OTeIIBHbIE BOTIPOCH! Kypca, IPHOGPETEH s ONPE/IeNCHHBIX HABLIKOB 1 MCIIONB30BaHMSE Tpodec-
CHOHAJILHOM U TEpaTyphl.

B 1aHHOM AUCLHUILIHHE B paMKax caMOCTOSATENBHOM pabOTHI CTY/ICHTEL BHITOTHAIOT OHY
pacueTHO-rpadUUecKyo paboTy COCTOSIIYIO 3 JIBYX qacTei.

9.5 MeroquuecKHe yKa3aHus s 00y a0 muxcs 00 0CBOCHHIO JHCIHILIAHBI

[Ipy W3y4yeHWH IUCIHUILTAHDL 00y4aIoIMMCs 11EIECO00pasHO  BBITOIHATE CIIE/YIOIIHE
PeKOMEH TAIHH:

1. Mizyuenue yueOHOM TUCIHILTAHDL T0JGKHO BECTUCE CHCTEMATHYECKH.

2. Tlocse u3ydenust Kakoro-ibo pasiena mno yueOHUKY MM KOHCIIEKTHBIM MaTepuajam
PEKOMEH/IYeTCsl TIO TIAMSTH BOCIIPOM3BECTH OCHOBHRIC TEPMHHBI, ONPeIeICHHs, IOHIATH paszie-
Ta.

3. OcoBoe BHUMAHHE CIeyeT YACTHTD BLITIOTHEHAIO OTHETOB 110 [PAKTUUECKUM 3aHSATH-
SIM H MHIAMBAYaTbHBIM KOMIUIEKCHBIM 3a/aH1sIM Ha CaMOCTOSATENLHYIO padoTy.

4 Bes TeMaTHKa BOIPOCOR, H3ydaeMbIX CAMOCTOSTENBHO, 3a/[acTes Ha JIEKITHSIX. [IPETIo-
nasarerneM. MM jKke JatoTest HCTOUHHEKH (B TIEPBYIO OUEpeslb BHOBb H3/IAHHBIC B MEPHOANYIECKOH
HayqHOH JTMTepaType) s boee 1IETATbHOr0 HOHMMAHHUS BOIIPOCOB, O3BYUEHHBIX Ha JICKIIHH.

IIpu caMOCTOSTENBHOMR npopaboTke Kypca 00ydaroluecs T0IKHbL:

+ IPOCMATPHBATH OCHOBHEIC ONPE/ICCHHUS 1 (haxThl;

- TIOBTOPHTH 3aKOHCTICKTHPOBAHHBIH Ha JICKIMOHHOM 3aHATHM Mareprayl ¥ JONOTHUTHL
€ro ¢ yU4eToM PeKOMEHI0BAHHOH 110 NaHHOM TeMe JIMTEPATyPhI;

- M3yYHTH PEKOMCH/IOBAHHYIO TUTEPATYPY, COCTABIATE Te3UChl, AHHOTAIIUH U KOHCIICKTHI
Hanboee BaYKHBIX MOMEHTOB!

. CAMOCTOSTEILHO BHINOJHATH 3a[AHKS, aHATOTHHBIE IPE/IIAracMbM Ha 3aHATHIX;

. HCIIOJTB30BATH JIJIS CAMOIIPOBEPKH MAaTCPHAJIBL (om/a OIEHOUHBIX CPENICTB.

1. MeToautecKue yKa3aHus NpH padore Ha/l KOHCNEKTOM JIeKIHH
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B x01¢ NEKIMOHHBIX 3aHATUH HEOOX0AMMO BECTH KOHCTIEKTHPOBAHHC yueGroro marepuana. O0-
pawarthb BHUMAHHUE Ha KaTeropuu, (t)OpMyJ'lI/lpOBKlfl, pactcpbma}oume COJIepKaHHE TE€X WM UHbIX SIBJICHUI
% HpOLlﬁCCOB, Hay4HbIC BBIBO/IbI U npax’ml{eckne pexomeﬂnauuﬂ, l'lOJ'lO)KHTeHI:HbIﬁ OINBIT B OpPaTOPCKOM
HCKYCCTBE. KenarelbHO OCTaBUTh B pa60!mx KOHCIIEKTax MnoJis, Ha KOTOPBIX aeJjiaTb NMOMETKH H3 pexo-
MEH/IOBAHHOM JTMTEPATypbl, JOTOIHAOIIME MaTepHal MPOCIYIIAHHON JIEKIMH, & TAKOKEe MOAYEPKHBAIO-
11iMe 0COBYI0 BAYKHOCTH TEX HITH HHBIX TEOPETHHECKHX oNosKeHUH. 3a1aBaTh MPernoaBaTe/lto yTouHs;I0-
LMe BOTIPOCHI € LEbIO YSICHEHHS TEOPEeTHHECKUX MOJI0MKEHHH, pa3pelleHuUs CIIOPHBIX CUTYaLUH.

2. MeroauueckHe YKa3aHH#A 10 caMoCTosTe/IbHOH padoTe HAJ M3ydaeMbIM MaTepHa-
JIOM | TIPH TOAr0TOBKE K JIa00paTOPHLIM JAHATHAM

HauuHaTth HAAO0 ¢ U3Yy4YCHHS pGKOMeHﬂOBaHHOﬁ JMTEpaTyphbl. HEO6X0)IHMO TOMHMUTH, YTO Ha JICK-
HHH OOBIMHO paccmannBae'rCﬂ HEe BECb Marepual, a TOJIBKO €ro 4acThb. OcranpHad ero 4actb BOCIOJIHA-
ercs B Mpouecce camocToATebHON paboThl. B cBsi3u ¢ 5TUM pabora ¢ PEeKOMEHI0BaHHOM uTeparypoi
obs3aTe/bHAa. Qcoboe BHUMAHUE MPH 3TOM HEOOXOAMMO oGpawm; Ha COICpKaHWe OCHOBHBIX IOJIOKE-
HUii ¥ BBIBOIOB, OOBACHEHHE SBTEHHH H (axToB, yACHEHME NPAKTHUECKOTO NPHIOIKCHHA paccMarprBae-
MBIX TeOpeTH‘leCKHX BOIMPOCOB. B nporecce JTOH pa6OTBl HGOGXOI[HMO CTPEMHUTHCA TOHSATH U 3alIOMHHUTDb
OCHOBHBIE TOJIOKEHHS pachanHBaemoro marepuana, npUMEpPbI, MOACHSIOLIME €ro, a TaKKe pa306parb—
Ca B l/IJUll-OCTpaTPlBHOM marepuane. Oq)()pMIme OTYEThI ClIeayeT pyKOBOﬂCTByﬂCB BHyTpeHHHMH HOpMa-
TUBHBIMH JoKyMeHTaMH KHAT'Y.

3. MeToaayecKue YKa3aHusl M0 BLIMOJTHCHHIO pacueTHO-TpaduaecKoi padoTsl

Teope’mqecxaﬁ 4acTb paCLIETHo-rpa(bnqecmﬁ pa60T51 BBITNOJIHAETCA MO )’CTaHOBIIBHHLIM TEMaM C
UCTIOJ/Ib30BAHMEM MPAKTHYECKUX MATCPUAIIOB. K kask0#i TeMe pacueTHo-rpaduueckoi paboThl peKOMEH-
JlyeTcst TIPHMEPHBII NepeUeHb y3I0BbIX BOTPOCOB, CIHCOK HeoOXOAUMO# nuTepaTypbl. M3naras Bonpocst
TEMBI, CJICAYET CTpOro HpHJIep)KHBaTbCﬂ rJiaHa. Pabora He J0JDKHA I'lpCJICTaBJ'lﬂT b NepecKas OTACJIBHBIX
rias yueOHuka WK yueOHOro noco6us. HeobX0AMMO M3IOKHTh COOCTBEHHbIE coobpaneHHs Mo cylie-
CTBY M3/1araeMbixX BOTIPOCOB, BHECTHU CBOH npenﬂome}mﬂ. 06].11146 MOJIOKEHUsT TOKHBI OBITh TIoAKpEnie-
HBbl ¥ TIOSICHEHbl KOHKPETHBIMH npumepaMu. Wznaraemblii Marepuall Ipy HCOGXOJIPIMOCTH cienyer npo-
WLTIOCTPUPOBATH TabIMIIaMH, CXeMaMH, uarpaMMamy.

10 OnucaHue MATEPHAILHO-TEXHHIECKOI0 obecnedeHHs, He00X0HMOTO JJIst
ocymiecTBJICHHS 06pa30BaTEILHOr0 nporecca Mo JHCHHILIHHE (Mopy.110)

10.1 Yue6no-1aGopaTopHoe 00opyloBaHue

Ta6ymua 6 — [lepedenn 000pyIOBaHNs Ja00PATOPHH

FA)’JIHTOpPISl Hamyeronarie Syt opiH Hcnons3yemoe 060pyI0BAHHE
(naGopatopun)
202/5 JlaGoparopust 0€30MaCHOCTH VipNet Personal FireWall, APM ¢ ycTaHOBJIEH-
cereit DBM Hoii Secret Net Studio 8 cucreMbl 00HapyKeHHS

KOMITBIOTEPHBIX aTaKk BhIIeNeHHBIE APM c ycra-
HoperHoi Secret Net Studio 8 COB 2 mr. APM
¢ YCTaHOBJEHHBIM Snort, APM ¢ ycTaHOBJICH-
upiv WireShark, Amnamusa cereBoro Tpadduka
Actpa

MEXCETEBBIE DKPAHBL!

CheckPoint Connectra, Cisco ASA 5505, IYC
Konrnment, Secret Net Studio 8, HoytOyk ¢
Windows 7+IpOeKTOD.

16 TIOBM Ha 0ase mpoLECCOPOB HE HHIKC Intel

Pentium IV
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10.2 TexHuuecKHe H HIEKTPOHHbIE CPEICTBA 00y HeHus

JlexuMOHHbIC 3AHATHN

AyIATOPHE JUlsl JIEKIHOHHBIX 3aHATHl YKOMIUIEKTOBAHbE! MEOEIIBIO H TEXHHYECKUMH Cpe/-
cTBaMu OOYUEHHs, CIIYXKATIHMH JUIA HPECTABICHHA yueGHo# MHpopManuy CONBIION ayauTo-
pum (HaGOPHI JEMOHCTPAITMOHHOIO obopyloBanus (IIPOSKTOP, IKPAL, KOMITHIOTEP/HOYTOYK).
yueBHO-HAMISHBIE TTOCO0HS, TEMATHIECKHE WIUTIOCTPAIHH).

JlaGopaTopuble 3aHATHIH

Jlist 1aGopaTOPHBIX 3aHSATHI MCTIONB3YETCH aymuropust No_202_, ocHaIEHHA obopyno-
BaHHeM, yKa3aHHBIM B Ta01L. 8:

CamocTosTenbHast pabora.

IToMeImenus UIsl CaMOCTOATENbHOH PaGoThl OCHAIICHEI KOMITBIOTEPHOIl TeXHHKOH C BO3-
MOIKHOCTBIO TIOKIIOUeHHs K ceTH «IHTepHeT» U JOCTYIIOM K 3EKTPOHHOH HHPOPMAIIHOHHO-
00pa3oBaTeNbHON cpeie KHAL'Y:

- upraneHsi 3a1 HTB KHAT'Y;

- KOMITBIOTEpHBIE Kiacch (ayz. 311 kopryc Ne 5, ayn. 205 kopryc Ne 5, ayi. 313 xopmyc
Ne 5).

11 Unble cBedeHUs

MeToau4uecKue pEKOMeH}IﬂlIHI/l o oﬁy‘lenmo JIMII ¢ OrPaHuYeHHbIMH
BO3MOKHOCTSMH 3/10POBbS H HHBAJHAOB

OcBoenue TUCIHIUTHHEL 00yJarolMMHCS ¢ OrPaHHUCHHLIMH BO3MOYKHOCTSIMH 3/I0POBbS
MOKeT OBITh OPraHM30BAaHO KaK COBMECTHO C JPYTMMH 06YJAIOMUMHACS, TaK U B OTHENBHBIX
rpymmax. [Ipeanonaraiorcst CieuHalbabie yCToBHi JUIs onyYenus 00pa3oBaHus 0Oy IAIOIIAMU-
¢l ¢ OrpaHMUEHHBIMH BO3MOKHOCTAMH 3710 POBBA.

TIpodpeccopcKo-Iearornieckuii CocTaB 3HAKOMHTCAH ¢ TICHXO0JI0r0-(PHU3HOIOIHIECKHMH
0COBEHHOCTSIME 0BYJAIONIMXCS MHBATHIIOB H JIMIL C OTPaHHYCHHBIMH BO3MOMKHOCTSMH 3710pO-
Bbsl, NHIMBAYAIBHBIME IIPOrPAMMaMH peabuinTallii MHBATHIOB (npu Hamaunk). IIpu He0O-
XOJIMOCTH OCYIIECTBISETCS IOTOMHATENbHAS TIO/UIEPAKKA IPEro/laBatns THIOTOPAMH, [CHXO-
JIOTaMH, COMMANBHBIMA PaGOTHHKAMH, IIPOIIE/IIHMH IIOATOTOBKY ACCHCTCHTAMH.

B COOTBETCTBHH € METOIHYECKHIMH PEKOMCHIAMAMU Muno6puayku PO (yTB. 8 anpens
72014 r. N AK-44/05BH) B Kypce NPEIIOIaracTcs HCIoIb30BaTh COLIMAIBHO-AaKTHBHBIE U PE-
rrexcuBHBIE METOTIbI 00Y4eHHMs, TEXHOJIOTIH COIMOKYIBTYPHOM peabHIUTALIME € HEIBI0 OKa3a-
HHsL TOMOIIM B YCTAHOBJCHHH TOJIHOLCHHBIX MEK/TATHOCTHBIX OTHOIIEHHH C APYTUMH CTYACH-
TaMH, cO3JaHAH KOM(OPTHOTO NCUXOJIOTHHECKOTO KIUMAaTa B cryzendeckoit rpynme. [loxbop u
paspaboTka y4eOHBIX MATCPHATIOB HPOH3BOMATCA ¢ ydeToM NpeIOCTaBlIeHns MaTepuana B pas-
JMuHBX (popMax: ayaualbHOH, BH3YAIBHOH, C MCIIONB30BAHHEM CICIHATbHBIX TEXHUUECKHX
cpeicTB H HHMOPMAIFOHHBIX CHCTEM.

OCBOEHHE JHMCLHUIIIMHBI THIIAMH C OB3 OCyMIECTBISETCS € HCIOTh30BAHIEM CPENCTE
06yuenns 0OIIEro U CHeNHUATbHOIO HA3HATCHHA (IIepCOHATIBHOTO M KOJUIEKTHBHOI'O HCTIONB30-
panus). MarepHalbHO-TEXHHYECKOES obecrieueHue npeaycMaTpuBacT npucocodieHue ayauTo-
pHii K HyX1aM JIHI OB3.

dopMa NPOBEIEHHS aTTECTAIHA JULT CTY/IGHTOB-HHBAIU/IOB YCTAHABIMBACTCS C YHCTOM
MH/MBHLYATBHBIX TICHXO(QH3HYECKHIX ocobennocTei. Jlst cryentos ¢ OB3 mpeaycMaTpusact-
cs1 joctynHas (popMa Ipe/IoCTaBICHHIs 3a7anHil OIEHOYHBIX CPE/ICTB, 8 MMEHHO:

"B meuarHOW WM DJIEKTpOHHOH dopme (ans nEn ¢ HAPYIICHMSMH ONOPHO-
JIBUIATELHOTO AIapaTa);

. B reyaTHOil hopMe WM NEKTPOHHOH dopMe ¢ yBETHUCHHBM mpudTOM U KOHTPACTHO-
CTBIO (JUIS JIALL C HAPYIICHUAMH CITYXa, PEH, 3peHns);

. METOJIOM UTEHHS ACCHCTCHTOM 3a/iaHus BCITYX (st JIALL C HAPYLICHUSAMHE 3peHus).

14



CrymeHTaM ¢ MHBAIH/HOCTBIO YBEIMMBACTCS BPEM: Ha MOJrOTOBKY OTBETOB Ha KOH-
TpoIBHBIE BOMPOCHL. [l TakuX CTYACHTOB IpejyCMaTPUBACTCS IOCTYITHASL dopma TIpenocTaB-
JIEHHS] OTBETOB Ha 3a/1aHHsl, a UMCHHO!

. IECHMEHHO Ha Oymare Wi HabOpoM OTBETOB Ha KOMIMBIOTEPE (zuist JTUIT € HAPYIIEHHS-
MU CIIyXa, PeYH);

- BEIOOPOM OTBETA H3 BO3MOXKHbIX BAPHAHTOB C HCIIOIb30BAHAEM YCIIYT ACCHCTeHTa (JUIst
JIAIL C HAPYIIEHUSMH OTIOPHO-IBHIaTEIBHOTO armapara);

- yeTHO (771s JIMI ¢ HAPYIICHHSMHU 3PEHA, OIOPHO-/[BUTATEIBHOTO AIlIapaTa).

I1py HeoGXOMMMOCTH U 00YJAIOMMXCsl ¢ HHBATHIHOCTBIO mporexypa ONEeHUBAHHUS Pe-
3yJITATOB OGYUCHHS MOKET POBOJIUTHCSA B HECKOJIBKO ITANOB.

15



I[Tpunoxenue 1

®OHJ OIIEHOYHbIX CPEJICTB!'
10 JUCUHILIHHE

BeszonacHocThb cereii IBM

Kagpeopa HBAC - Hngopmayuonnas. !
: 6e30nacHOCmb ABMOMAMUSUPOCAHHBIX :
' | cucmem :

| B aHHOM TIPUJIOKEHHH [IPE/ICTABJIEHbI THIIOBBIC OLEHOTHEIC CPE/ICTBA. TToHbIHA KOMILIEKT
ONEHOYHBIX CPEICTB, BKTIOUAIONIHH BCe BAPHAHTBI 3aaHIH (TecToB, KOHTPOJIBHBIX PaboT 1 Ap.),
IIpeUIaraeMpIxX 00yqaromeMycs, XPaHUTCs Ha kadeape B OyMaKHOM U 3JIeKTPOHHOM BHJC.
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1 IlepedeHb MIAHUPYEMBIX Pe3y/IbTATOB 00y eHHs N0 JHCHUILUIAHE (MOTYJII0),
COOTHECEHHBIX ¢ IUVIAHUPYEMbIMH pPe3yJIbTATaMH 00pa30BaTeNLHOH NPOrPaMMBbI

Tabnuna 1 — KoMneTeHIMy 1 HHIHKATOPEI MX J10CTH/KEHHS

Kox 1 naumMeHOBaHHE
KOMTIETEHI[UH

I/IH,HI/[KEITO])LI JJOCTHXCHHA

[IranrpyeMbie pe3yIbTaThl
00y4eHHs 110 JUCLHUIIIMHE

Ob6menpodeccrnoHalbHbIE

OIIK-12 Cnocoben
MPUMEHSTh 3HAHUS B
obmactd  He3omacHo-
CTH BBIYHCITHUTEIBHBIX
ceTei,  OmnepaloH-
HBIX cHcTeM U 0a3
JAHHBIX TIPH  paspa-
0OTKE aBTOMATHU3HPO-
BaHHBIX CHCTEM

OIIK-12.1 3naer NPUHITATIHI TO-
cTpoeHHs ¥ (YHKIMOHMPOBAHHS,
MIPUMEPBI PeaATU3allill COBPEMEH-
HBIX JIOKAIBHBIX H ITI00AIBHBIX
KOMIIBIOTEPHBIX CETeH, Orepariu-
OHHBIX CHCTEM M 0a3 JaHHBIX; OC-
HOBHI ofecrieuenust HH(OpPMAIHU-
OHHOHM 0€30IacHOCTH BBIYUCITH-
TEeJBHBIX CeTeH, OmepallMOHHBIX
CHCTEM H 6a3 JIAHHBIX

3naeT

IPUMEPBI  peanu3auu
COBPEMEHHBIX  JIOKAJIBHBIX |
r100aIbHBIX KOMIIBIOTEPHBIX
ceTew;

OCHOBBI oObecmeueHuss HHOP-
MalMoOHHOH Oe30MacHOCTH BEI-
YHUCIHUTEIBHBIX CETEH

OIIK-12.2 YMeeT npoeKTHPOBATh
M aIMHHHCTPHPOBATH KOMIIBIO-
TEpPHBIC CETH, PEATH30BBIBATH MO-
JIATAKY ©0€30MacHOCTH B  CETSX
DBM, omnepanuoHHbIX CHCTEMax
1 0a3ax JaHHbIX

YMeeT mpoeKTHPOBATh aIMHHH-
CTPHPOBATE, peann30oBbIBaTH
MOJIMTHKY O€30I1aCHOCTH B Ce-
1x OBM

OIIK-12.3 Biageer HaBBIKAMH
HOCTPOEHHUST ¥ aIMHHHCTPHPOBA-
HUSL KOMIBFOTEPHBIX CeTeH, al-
MHHHCTPHPOBAHUS  ONlepalluOH-
HBIX CHCTEM M 0a3 JaHHBIX C yue-
ToM TpeboBanmii 1o obecmeye-
HUI0 Oe301aCHOCTH

BnasieeT HaBBIKAMH IIOCTPOCHHUS
H aJMUHHCTPHPOBAHHS KOMIIb-
IOTEPHBIX CeTell ¢ ydeToM Tpe-
fopaHuil Mo obecneueHUIO Oe3-
OMacHOCTH

OIIK-9  Cnocoben
pemare 3afa4d I[po-
(eccnonansHoR  jies-
TENBHOCTH C YYETOM
TEKyIero COCTOSHHS
W TEeHJICHIMH pa3BU-
THa  UH(pOpMaLHOH-
HBIX TEXHOJIOTHIA,
CpeJICTB TEXHHYECKOH
samuTel  uHbOpPMA-
MK, CeTell U CHCTEM
nepenadn  HH(OpMa-
UK

OIIK-9.1 3naer TeKyIee cocTos-
HUE W TEHJICHIWH Pa3BUTHA WH-
(hopMarHOHHBIX TEXHOJIOTHH,
CPENCTB TeXHMYECKOH 3alluThl
uHdopManmK, ceTe u CcucTeM
nepenayn HHPOPMALHH; TTOPIIOK
opranu3aniy paboT IO TexXHHYe-
CKOH 3ammuTe KOHGHICHIHATLHOM
uHpoOpMaliE Ha OOBeKTax WH-
(hopMaTU3aLUK

3HaeT TEKyllee COCTOsHHE |
TEHJIEHIMK pa3BATHs MHDOpMa-
IHOHHBIX TEXHOJOTHH, CCTCH H
cHCTEM Tepegadn HHopManuu

OIIK-9.2 VYmMmeer IUIaHMPOBATH,
OPraHu30BbIBATH H KOHTPOJIUPO-
BaTh BBIIOJHEHHE MEPOIPHATHIA
[0 TeXHHYECKOH 3armuTe HHQOP-
Malyn

YMeeT IIIaHupOBaTh, OPraHu30-
BLIBATH M KOHTPOJIMpPOBATH BHI-
[OJIHEHAE MEPONPHATHH 10 3a-
e uHbOpMaIuu

OIIK-9.3 Brnasmeer MeToAaMH
MpOEKTHPOBAHAS M  HABBIKAMH
SKCIUTYaTAIMH CHCTEM M CeTeH
nepefadn HHGOpMAIMKM TIPH pe-
MeHHH 3a1a4 npodeccHoHaTbHOM

Brajgeer METOAaMH IPOEKTHPO-
BaHUS WM HaBBIKAMH JKCILIyara-
IIMM CHCTEM H ceTeil mepeiadyu
uHpOpMALUE TIPH PELICHHH 32-
nad  npoecCHOHANBLHON Jies-
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JIeATeNLHOCTH; HaBbIKaMH TIPHU-
MEHEeHHsI COBPEMEHHBIX ammapar-
HBIX YCTPOHCTB 3aIiUThl uHpop-
MalMyd M CHCTEM IMepe/iadH HH-

TeJILHOCTH, HAaBBIKAMH IIpHMeE-
HEHUS COBPEMEHHBIX arnapar-
HBIX YCTPOHCTB 3aIIUTHl HH-
(opManiu U cUCTEM TEpE/atn

(hopmaiuu uHbOpMAIII
Ta6muna 2 — Nacnopt ¢ona ONEHOUHBIX CPEACTB
KouTpoaupyembie ®opmupyemas | Haumenosanue T
pasaes (TeMbI) KOMIIeTEeHIUA OIEHOYHOI0 IMoxasaTeju ONEHKH
AUCIHILTHHBI cpecTBa
1. Be3omacHoCTh CeTeH OI1K-9 JlaGopatopHas pa- | 3HaTh OCHOBBI HOCTPOCHHA
OBM 6ora Ne 1 cucremsr  3ammtel  JIBC
Pacyerno- TIPEIPUATHS
rpauueckas pa-
Gora Nel
2. CeTeBble ONEPAIOH- OIIK-12 3naTh O0COOCHHOCTH Omepa-
JlaboparopHast pa-
HBIE CHCTEMBI, aTaKH Seea 160 [IMOHHBIX CHCTEM IIpH obec-
- MeueHUH HHPOPMAITMOHHOMH
Pacuerno-
Ge30MacHOCTH TPH  (PYHK-
rpauuecKan pa- | o pynopanii B CETH, BH
Gota Nel P ’
b1 aTaK
Temsr 1,2 OI1K-9, OTIK- D HexTHBHO NPUMEHSTH HA
12 [paKkTHUKEe [OJyYeHHbIE B
Dk3aMeH P y4
TEUCHUM CeMecTpa 3HaHHA IJ

OIIBIT

TIpoMesyTO4Has aTTeCTallHA B IIATOM CeMECTPE pOBOAMTCS B (POpME IK3AMEHA.

2  MeroauuecKne MAaTEPHA/IbI, ONPeICIIomue MPOIe/y

pbl OlleHHBAHHS SHAHMIA,

yMeHHii, HABBIKOB H (M/1H) ONbITA ACSTeTLHOCTH, XapaKTepH3yIolHe mpouecc
(opmupoBaHHs KoOMIeTeHIHH

MeroaudecKkue MaTepuabl, OTIPENICIISIIOIIUE pOLEAYPbI

HaBBLIKOB K (I/UIH) OInbITa JIEATEIBHOCTH, TIpEeACTaB/ICHbI B BHJIE TC

ruiHb (Tabsma 3).

Tabnuua 3 — TexHoaorudeckas Kapra

OICHUBAHHUS 3HAHHUM, YMEHHH,
XHOJIOTHUECKOH KapThl JUCITH-

Nol

HamnmenoBanue
Cpoku Ilkamna oue- Kputepun
OLIEHOYHOT'O
BBITIOJTHEHHS HHMBaHUS OLIEHUBAHHUS
CpescTBa
7 cemecTp
TTpoMmexyTodHasi aTTeCTalus B dopme «OK3a_MCHY
1 B Te- 5 5 GamIoB - CTYIEHT Ipa-
YeHHe GaioB BHJILHO BBIMONMHUI 3a7aHue. [Toka-
ce- 3a)] OTJIMYHBIE 3HAHMA B paMKax
JlaGopa-
MecTpa OCBOEHHOIr0 yueOHOro Marepuaa.
topuast ~ pabora

4 Gamia - CTYJIEHT BBINOI-

HUJ 3a]aHue, ¢ HeOONBIIUMH He-
TOYHOCTSIMH.
3JHAHHSA B

[lokazan XOpoImHe
pamKax _ OCBOCHHOIO
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HaumeHOBaHHE
OIIEHOYHOTO
cpencTBa

Cpok#
BBITIOJIHEHHSI

[Ikana ore-
HHBaHH

Kpurepuu
OIIEHUBAHHUS

yuebHOrO MaTeprala.

3 Gamna - CTYJEHT BBINOJ-
HUJI 33j7aHHE C CYIIECTBCHHBIMK
HeTouHocTaMu. [lokaszan YyHOBIE-
TBOPUTEJIbHBIE 3HAHWA B pamKax
OCBOGHHOI'0 yueOHOr0 Marepuara.

2 6aya - MpH BLITOJTHEHHH
3a7@HAs  CTYJICHT IIPOJEMOHCTPH-
poBaji  HEJOCTATOUHBIH  YPOBCHD
3HAHUA.

0 OayuIoB — 3a/7aHKEC HE BbI-
TIOJIHEHO.

YCHHEC

ce-
MecTpa

JlaGopa-
TOpHAs paboTa
pabora No2

DaIoB

Pacuerno-
rpaduueckas pa-
Gora Ne 1

19

5 GamioB - CTYJIEHT Ipa-
BUJIBHO BHINOMHII 3ajanue. [loka-
3a71 OTJIMYHBIE 3HAHWS B paMKax
OCBOEGHHOI0 y4eOHOro MaTepHaa.

4 Gamna - CTYIAEHT BBIION-
HuJ 3ajaHue ¢ HeDOJNBIIHMH He-
rToyHocTsSMH. [lokaszal XOpOLIME
jgaHuMs B paMKax —OCBOGHHOTO
y4eOHOro Marepuarna.

3 Gauia - CTY/IEHT BBHINOJI-
HMJI 3a]aHMe C CYIIECTBEHHBIMU
HerouHocTAMH, llokaszan yHoBJIe-
TBOPHTENbHBE 3HAHWS B pamKax
OCBOEHHOI'0 YUeOHOro MaTepuana.

2 Gajula - IpY BBIIOTHEHHH
3agaHus CTYAEHT HPOJEMOHCTPH-
poBal HENOCTATOYHBIH — YPOBEHb
3HAHMH.

0 6GamioB — 3aJaHHE HE BBI-
TIOJIHEHO.

25

25 GamaoB - CTYJIEHT IIpa-
BHJIBHO BHIMOJHEI 3ananue. [Toka-
3an OTJIMUHBIC 3HAHHS B PaMKax
OCBOGHHOTO yueOHOTO MaTepHana.

20 GamioB - CTYJIEHT BbI-
[OMHM 3ajaHue ¢ HEOONBIIMMH
HeTOYHOCTSIMH. |loKa3anm XOpOLIne
3HaHWs B paMKax OCBOCHHOIO
yueGHOro MaTepuara.

15 ©amnoB - CTYyAEHT BBHI-
THOJHMJI 3aJaHie C CYIIECTBEHHbI-
MH HeTouHOCTsIMH. [lokaszan yzo-
BIETBOPUTENbHbIC 3HAHHA B PaM-
Kax OCBOEHHOrO y4eOHOro MaTepu-
ana.

10 6ayuoB - IPU BHITIOJIHE-
HUY 3a7aHusl CTYAEHT MPOJIEMOH-



HaumeHnosanue
OTEHOYHOTO
cpencTBa

Cpoxu
BBINOJIHEHHUS

[ITxana one- Kpureprn
HUBaHHUS OlICHHBaHHs!

CTpMpOBAT HEIOCTATOYHBIA  ypo-
BEHb 3HAHUM.

( GayIoB — 3a/laHKE HE BbI-
TIOJTHEHO.

20 6auioB - CTYASHT Ipa-
BIJIBHO OTBETHII HA TEOPETHUECKUH
Bompoc Gunera. [Tokasas OTJIATHBIC
3HaHWs B paMKax YCBOCHHOI'O
yueGuoro Marepuara. OTBeTHI Ha
BCE JIONOJTHHTENIbHbBIE BOIPOCHL.

15 6amioB - CTYAEHT OTBE-
THIT HA TEOpEeTHYECKHi BONpoC OH-
geta ¢ HeOONBIIAMY HETOYHOCTS-
mu. Ilokaszan XOpoIlMe 3HaHHA B
paMKax yCBOGHHOTO y4eOHOro Ma-
tepuana. OTBETHI HA OOJBINIHMH-
CTBO JIOMOTHHTEIBHBIX BOIPOCOB.

10 6aoB - CTYJAEHT OTBE-
THI Ha TeopeTHueckuii Bompoc 6h-
fera ¢ CyIIeCTBEHHBIMH HETOYHO-
crsmu.  [lokazan — yIOBIETBOPH-
TeTbHBIC 3HAHHS B paMKaX yCBOCH-
moro ydueOHOro MaTepHala. [Ipn
OTBeTaX Ha IOIOIHHUTEIBHBIE BO-
IpOCHI OBLIO JIOMYIIGHO MHOTO He-
TOYHOCTEH.

0 GauioB - MpH OTBETE Ha
TeopeTHUeCKHi  BOTpoc  OuieTa
CTYJIEHT IIPOJIEMOHCTPHpOBAT HE-
MOCTATOUHBI  YPOBEHb  3HAHHHA.
[lpi oTBETAax Ha JAONONHHTEIBLHBIC
BOIPOCH! OBUIO JONYMICHO MHO¥E-
CTBO HENPABHJILHBIX OTBETOB.

15 ©amnoB - CTYJEHT Ipa-
BUJILHO BBINOJHII IIPAKTHIECKOE
sananue Owera. llokasam OTIMY-
Hble yMEHHUS B PaMKax OCBOCHHOIO
yueGHOr0 Marepuaa. OTBeTHN HA
BCe JIOTIOJTHATEIIBHBIE BOTIPOCEHL.

10 6amioB - CTYOEHT BHI-
MOJHAI ~ TPaKTHUECKOe — 3aaHue
ouzera ¢ HeOOJBIIMMH HETOUHO-
cTamu. 1lokazan XOpOIHe yMEHHs
B paMKax OCBOEHHOTO yueOHOro
marepuana. OTBETHI Ha GONBITAH-
CTRO JIOTIOJHUTENBHEIX BOIIPOCOB.

5 GamuIoB - CTYIEHT BBIINOJI-
HIJT TIPAKTHYECKOE 3aJJaHHC ouseTa
C CyIECTBEHHBIMA HETOYHOCTAMH.

4 3anaua —
OIlCHUBA-
HHME YPOBH: yCBO-
E€HHBIX 3HAHUH

3anada —
OLIEHHUBA~
HHE YPOBHS YCBO-
eHHBIX YMEHHH H
HABBIKOB
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HaprMeHoBaHUEC
Cpoxku ITkana ore-
YIEBONHORS BbIl'IOp.TIHeHHH HHBaHnI;ll ng:;engﬁﬂ
cpezicTBa 5
TTokazan yJOBIIECTBOPHTEILHBIC

yMEHMs B paMKax ~OCBOEHHOrO
yuebHoro marepuaia. IIpu oTBeTax
Ha JIOMOTHHTENBHBIC BOIPOCH ObI-
JI0 JOTYIIEHO MHOTO HETOYHOCTEH.

(0 GauoB - MpH BBIIOJIHE-
HUW TIPAKTHYECKOTO 3a/lanus Ouie-
Ta CTYJEHT IPOJEMOHCTPHPOBAT
HeJOCTATOUHbIH YPOBEHL YMEHHI.
I[Ipu oTBeTax Ha JOMOIHATEIHLHBIC

BONPOCH! OBLIO JIOTYIIEHO MHOMKE-
CTBO HETPABHJIbHBIX OTBETOB.
TeKylni KORTPOb: | - 35 GauoB | -
«DK3a_MEH» 1
DK3aMeH: ‘ - 35 bamios BrimoHeHre 3a1aHHi 110 OLICHKE
3HAHKHI 1 YMEHHUI, HABBIKOB
HUTOI'O: - 70 -
OaIoB

Kputepun OLEHKH pe3ynbTaToB oOyueHHs MO JAMCIUITAHE:
0 — 64 % OT MAaKCHMAIbHO BO3MOKHOH CyMMBI GANIOB — «HEYJA0BIETBOPUTEIHHOY
(HEI0CTaTOUHbIH YPOBEHD JUIA IPOMEIKYTOIHOH aTTECTAI[HH ITO JIMCLAILTHHE);
65 — 74 % or MakCcHMallbHO BO3MOKHOH CYMMBI OaIOB —  «YIOBJICTBOPHTCIILHOY

(moporoBbIH (MEHMMATBHBIA) YPOBEHB);

75 _ 84 % 0T MAKCHMAIBHO BO3MOMKHOH CyMMBbI HAILIIOB — (XOPOIIOY (CPeIHHUi yPOBCHB);

85 — 100 % OT MAKCHMAJILHO BO3MOYKHOH CyMMBI BAILIOB — «OTIMIHOY» (BBICOKHH (MaKCHMalb-
HbIif) YPOBEHB)

JIONONHHATEIBHO CTYAEHT JOJDKEH OCBOMTE KypC «Be30macHoCTh ONMEPalMOHHbIX CHCTEM» Ha
| ‘opraze JIO ®LBOY BO KHAI'Y |

3  TumoBbie KOHTPOJILHBIE 32IAHHS HIH HHbIC MATEPHAIbI, Heo0XoAuMbIe IS
OLICHKH 3HAHMIL, yMeHHii, HABBIKOB H (AJH) ONbITA JEATeIbHOCTH, XapaKTepH-
3ylomue npouecc GopMHupOBAHHS KOMIIETeHIMil B X0/le 0CBOEHHsI 00pa3oBa-
TeJLHOI NPorpaMMbl

3.1 3ajanus Vi TEKYIIEro KOHTPOJIS yCleBaeMoCcTH

JlaGoparopuas padora Nel

VyeOHble TEIH: H3Y4YUTh TPOrpaMMHoe obecnieuenne CxanepBC, mpoBeCcTH aHaIn3 3d-
[AIIEHHOCTH C UCIIOJIB30BAHMEM CKaHEpa yszsumocteit CranepBC,

TpeGoBanus K pe3ynbTaTam 0OyUeHHs OCHOBHOH o6pasoBaTeTbHOH IPOTPaMMbI, T0CTH-
raeMeble TIpH [IPOBEICHUHT n1a6opaTopHO# paboTEI:

IMocile BHIMOMHEHHS JTaGopaTopHo#l paGoThl yMETE MPOBOIHTE OLIEHKY 3alUIIEHHOCTH
APM, BiazieTh HaBbIKAMH aHATH32 H IIOMCKA YA3BAMOCTEH C HCTIONB30BAHMEM CKaHEPa ysI3BH-
Mocreit CkanepBC, IOCTPOeHHs OTHETOB 1O PE3yJIbTaTaM CKAHMPOBAHHS

[MepeueHb MaTepHATbHO-TEXHIICCKOTO obecrieyeHust

JlaGoparopHoe 000pyIOBaHHE K nporpamMmHoe obecredeHune: 10 koMIbIOTEPOB Ha 0ase
Intel Core i5, 1 KoMMyTaTOp D-link DES-3200-18, cepTH(uIpOBAHHOC 1 JIMIEH3MOHHOE IIPO-
rpaMMHOE 00€CIeUCHUE CraunepBC.

CTy/eHTHI IPOBOJIAT MONHOE CKAHUPOBAHHE OTAETHHO MPOH3BOIBHOTO APM 13 TeX 410
PACTIONIOKEHBI B JIBC maGopaTopiH BO3MOXKHO CBOI HOYTOYK (IIpH YCIOBUH HAJIMHHA Heo0xo-
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JIAMBIX CPEZICTB 3AlUTHI U3 TIYHKTA 6.8), 1 OTHEIEHO KOMMYTATOP.

KpaTkue TeOpeTHUECKAE CBEJICHHS OCHOBHBLC CBEJICHHS 110 paboTe CO CKaHepoM Ys3BH-
MOCTei M3T0KEHBI B I0KyMEHTE «PyKoBO/ICTBO nosp3osarens CxarnepBCy.

TTopsiIOK BHITTOTHEHHSA naGopaTopHOH pPaboThI:

veranosuth CxanepBC (epeust Ha CD 1 Ha armapaTHoM HOCHTEIE).

AKTHBHPOBATH JIHICH3HIO.

OGHOBHUTH CHCTEMY [0 TIOC/IEIHEH BEPCHH.

Co3math 3a1a49y CKaHHPOBAHK.

HactpouTh npodmih CKAHHPOBAHMS HA TIOJTHOS CKaHHPOBAHMKE.

3aperncTpUpoBaTh y3ibl CKAHMPOBAHHMS.

Jlo6aBUTH y3JIOB B 33/1a4y.

3amycTUTh CKAHUPOBAHHUE UL APM ¢ OTKJIIOUEHHBIMEA MEXaHH3MaMH 3allUThI (aHTHUBH-
pyc, MD, COB, 6panamayap, HC/J1 na 6a3ze SNS).

I1poaHaNK3HPOBATD NONYYEHHbIE Pe3y IbTATHL.

CreHeprupoBarh OT4eT.

JI06aBUTE CreHepHPOBAHHBIH OTIETA B OTHET HO naBoparopHoii paboTe

BomoaauTh maru 8-11 juist APM ¢ BKIIOYEHHBIMA MEXaHH3MAMA 3alUTHI.

B0 HATH mard 8-11 Juis KOMMyTaTopa Hill Ipyroro CeTeBoro 000pyIOBaHHSL.

KoHTpOJIBHEIE BOIPOCHL:

Kakue npodmin CKAHHPOBAHMS MOKHO HCIIONB30BATE, 33144, ITPOEKTHI

Kaxk no6asisits [P-ajipeca B TALCH3HIO, oGHOBTEHHE AUCTPUOYTHBA

THIIBI OTUETOB M HX pa3iuyue, Tl CKAHHPOBAHUA

Ocobennoctn munensun CxanepBC

Kaxue KOMIIOHEHTEI BXOJIST B COCTaB CxanepBC

JlaGopatophas pabora Ne2

VeranoBHTh WireShark Ha BUPTYaTbHYIO MAIIMHY VMWare.

IIpoBecTH HMCCIEJIOBAHKE MPUEMa HAKETOB APR u ICMTP mus 3TOro CMOJSIMpOBaThH
ping MeKIy peabHOH 1 BHPTYIGHOM MAIIHHOM.

[IpoBecTd HCCIENOBAHHE IPUEMA IIAKETOB cepeepa DNS cepaepa.

OcBOUTH IPEMEHEHHs QUITBTPOB Capture.

OcBouTh MpUMeHeHUs GUILTPOB Display Filters.

OcBOUTH nepexsar (ailyios, KapTHHOK MPH NEPeatie Mo CeTi.

OcBOWTH IepexBar ayaunohaiiion ¢ IpOCHyIHBAHHEM ay IO OPOIKKH.

VeraHoBUTH HA apM cucTeMy snort. [IpoJIeMOHCTPHPOBATE aTaKky icmp flood u ee dukca-
IUIO CHCTEMOH.

Veranosuts Alien Vault 1 ¢ ee HOMOIIBIO OTCICUTE TIPOM3BOJILHYTO aTaKy B CETH.

veragosuts LIOC u HOIC 1 npoIeMOHCTPHPOBATH DOS mwmu DDOS araky Ha XOCT.

Jlng xoMmmproTEpa € ycranoB/icHHOH SNS BBINOIHHTE 0OyueHHEe MEKCETEBOTO SKpaHa
(myTeM 3BPHCTHYECKOrO o6ydeHus H PYUHOH HACTPONKH 1paBuil) JUIs IIPONYCKAHHA rpadduka
TONBKO ¢ oxHOro IP anpeca yKasaHHOTO TIPENOJABATEIEM. JloGaBHTh B OTHET 110 nabopaTopHOi
pabote ommcaHHe Npouecca 00yueHHs. H PE3YIBTAThI TPOXOAKICHUA tpadduxa ¢ 1OBEPEHHOTO
ajipeca ¥ ¢ He JIOBEPEHHOTO.

Pacuemno-zpacputieckas paboma Nel
3anapus 1. BoccTanopjieHHe NapoJist K o6opynosanuio Cisco
Hcxoaublie JaHHbIC:
1. Coucok 0DopynoBaHUA
- Catalyst 2950 (C2950-1) nopt 2001;
- Catalyst 2950 (C2950-2) nopt 2002;
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- Catalyst 2960 (C2960-1) mopt 2003;

- Catalyst 2960 (C2960-2) mopt 2004;

- Catalyst 3524 (C3524) mopt 2005;

- Router 1841 (R1841) mopt 2006;

- Router 2811 (R2811) mopt 2007;

- AnmapaTHbIii OpaHMay3p Cisco ASA 5505 (ASA5505) nopt 2008;

- koHCOBHEIA ceprep, ip-aapec 10.10.1.1

- Wi-Fi-mapupytuzarop ¢ DHCP.

2. JlaGoparopHas paboTa BBINOTHAETCS TOMLKO Ha ayJIMTOPHBIX 3aHATHAX.

3. SSID Cisco LAB, mapoiib Ha IOAKIIOUCHAC K Wi-Fi - CiscoP@sswOrd

4. B cpisH ¢ OCOGEHHOCTSMH KOHCONBHOTO COCIHHEHMS K 060pyY/IOBAHUIO MOMKET
IOJKJIFOUATCS TOJBKO 1 ceaHc. Hampumep, ecii B JaHHBI MOMEHT BpeMeHu ¢ Router 1841
KTO-TO paboTaeT, BTOPOH MOKIIOUUTHCS He CMOKET.

5. IlpH NoAKMOYCHHH K KaKOMY-JTHOO0 KOHCOTBHOMY TIOPTY norun/mapons - 123/123.

6. Tlepesarpyska KOMMYTaropos H ASA5505 BBINOJNHAETCA BPYUHYIO, TMpH
BBIKJIFOUEHHH BUIIKH M3 PO3CTKH.

7. Tlepesarpyska MapiupyTU3aTOpoB BBLIMOJIHAETCS [PH HAXATHH KHOIKH BbIKJI na
ycTpoHcTBe.

Xoo pabombl:

1. Jlns BEIONHEHHS PAOOTHI HE0OXO0AAMO BBITOTHUTh IPOLEAYPY password recovery
Ha ceTeBOM 000py/I0BAHHH:

- Catalyst 2950, Catalyst 2960, Catalyst 3524, Router 1841; Router 2811; Cisco ASA

5505.

2. TlopkmoueHHe K 00OPYIOBAHHIO: telnet ip-adpec nopm. Hanpumep, UL
nokrouerns K Router 2811 HyXXHO BLITOIHATE B xomanuoit crpoxke: telnet 10.10.1.1 2007.

3. BumoiHeHHe [pONEAypsl password recovery MHOIOBapUaHTHO, T.C. €IHHOTO
@JITOPUTMA HET, y KaXJ0TO OH MONET 66ITh cBoMM. [lomarosple WHCTPYKIHH JICXKAT B TAMKE
Password Recovery.

4. Tlpouemypa password recovery CuMTaeTCs BBLIMOJIHEHHOH TI0CIe TOro, KaK CTYACHT
CMOT BOMTH B IPHUBHJICTHPOBAHHBEI PEKUM paBOTHI YCTPOACTBA, TIOKA3aB 3TO NPEIOABATEILO.

5. KoMmyTaTophl HACTPOEHBL C enable password M OTK/IOYEHHOH aBTOpH3ALMEH
KOHCOBpHOTO mHopTa. Jlist Tponenypbl password recovery J0CTATOMHO HM3MCHHTE [apoOjb Ha
enable password.

6. MapipyTH3aTopbl HaCTPOCHLI C enable password, enable secret 1 line con 0. s
TIPOIIEIYPBI password recovery 0CTaTO4HO HIMEHHTD mapoJib Ha enable secret 1 line con 0.

7. Cisco ASA 5505 macTpoena ¢ enable password M OTKJIOYCHHOM ABTOpH3AIAEH
KOHCOMBHOTO TopTa. Jlas mponeayphl password recovery AOCTATOMHO H3MCHHTH IApoib Ha
enable password.
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PHCYHOK cXxeMa CTEHTIA JUIs BBITOTHEHHS 3a/laH 1A

3aoanue 2

Bazosas Hacrpoiika ASA 5505

Hcxoaupie JaHAbIC:

1. No —HOMep Ballero BapuaHTa.

7. X — 4mHCI0, KOTOpOe HYXKHO BHIODATH 110 OTPEJIEICHHBIM MPaBUaM M3 HEKOTOPOTO
MHOKECTBA.

3. DR — mapumpyT o yMOJ4aHHIo.

4. Ha Bcex MapHpyTH3aTopax JIOTHH/TIAPOJIB CiSCO.

5. Ha ASA 5505 enable password nycToi.

6. Ha cxemax KpacHBIM IIBETOM IOMCHAOTCS obnacT, rjae HeoOXOJMMO BbIIOIHHTH
HACTPOHKY.

7. B xoH(Erypauui KpPaCHbIM LBETOM INOMEHAIOTCS MECTa, KOTOpBIE HEOOX0JHMO
H3MEHHTh.

8. B Kom(uryparuy 3eJeHbIM LBETOM MOMEHAOTCS AMCHA 00BEKTOB U IEPEMEHHBIX.

9. B pamkax Lab2-1 6asosas Hactpoiika R, R1 u ISP yixe BBINOIHCHA. JlonacTpoika
TpebyeTcst TOIBKO B TEX YacTsX CXCMBI fu3aiiHa CeTH, KOTOPBIE NOMEUCHb KPACHBIM HBETOM.

10. Ilpu mposepke ping U MOIBITKE OTKPBITH CaiiT ¢isco.com MakeTbl MOryT Ha4arhb
XOJIUTH HE cpasy, a TOJIBKO C BTOPOH-TPEThEN MOTBITKH.

11. Tloce BBIMOMHEHUS KaXJIOH 3alauH, Ha BCEM 000py/I0BaHHH, TJI€ BBINOIHAIACH
HACTPOMKA, HEOOXOIMMO COXPAHATH KOH(HETYpaLHIO C MOMOIIbIO KOMAHbL COPY run start, mbo
ee KpaTKoro anajora write (s Cisco ASA — write memory).

12. O6mexts! m3yuenus ASA 5505:

- nacTpoiika uHTephEHCcOB 1 VLAN;

- mactpoitka DHCP;

- Hactpoitka Objects 1 object-groups;

- HacTpoiika mpasui NAT;

- HacTpoiika class-map;

- HacTpolika policy-map:

- HacTpoiika service-policy.

3apaqu:

1. HacTpoiika cTaTHIECKOH MapiipyTH3alli1 Ha R, R1 u ISP.

2. Hacrpoiika LAN 3a R1.
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3. Hacrpoiika coenurenns R ¢ ASAS5505.
4. Hacrpoiika ASA5505 u LAN 32 ASA5505.

Xox padoTsbi:
1. HaR u Rl BEITONHACTCH HACTPOHKA MApIIPYTa IO YMOTYAHHMIO B CTOPOHY ISP.

ip route 0.0.0.0 0.0.0.0 10.5.5.13 1

ip route 0.0.0.0 0.0.0.0 10.16.1.5 1

Mposepxka: ping ¢ R u Rl Ha ip-azpec 8.8.8.8 10IKEH NPOXOIHTE.

Ha ISP HacTpamBaroTCs MapIIpyThl K CETIM 192.168.1Ne.0/29 1 192.168.Ne.128/26.
ip route 192.168.111.0 255.255.255.248 10.5.5.14

ip route 192.168.11.128 255.255.255.192 10.16.1.6

IIpoBepka HACTPOMKH — CTATHYECKOH MapIupyTH3alii  BBUTIOTHACTCS B clieayiomeH
3aj1a4e.

2.  HaRI nacTpauBaeTcs LAN-untepeic.

description LAN

no shutdown

ip address 192.168.11.62 255.255.255.192

IMocie Toro, Kak HHTepdeiic «armHycsy», BhIIONHACTCS HACcTpOWKa ceTeBON KapThl PC1.

ip-address 192.168.11.1
mask 255.255.255.192
default gateway 192.168.11.62
dns 8.8.8.8

Tposepka: ping ¢ R ma ip-ajpec PC1 momken mpoxomuts, ping ¢ PCl na 8.8.8.8
JIOJDKEH [IPOXOJIUTH, CAHT CisCo.com NOIKEH OTKPLIBATECA.

3. Ha R HacTpauBaeTcs LAN-unrtepdeic.

description LAN_ASAS505

no shutdown

ip address 192.168.111.6 255.255.255.248

Ilposepka: ping ¢ PC1 Ha ip-anpec LAN-untepeiica R ZOIKEH IPOXOAUTh.

4,  Tlepeumenosanue Cisco ASA.

hostname ASAS5505

Brimonmsiercs HacTpoiika HHTEphEHCOB. WAN-ropr — Ethernet0/0, LAN-mopt -
Ethernet0/1. Vlan 3 no6apnsercst na WAN-10pT, vlan 2 na LAN-nmopr.

interface Ethernet0/0

switchport access vlan 3
interface Ethernet0/1
switchport access vian 2

Hacrpoiika 1 IMCHOBAHHE vlan-urTepdeiicos.

Komanza nameif He IpocTO JaeT ONHCAHHE uHTep(elica, HO W AT ITOMY unrephency
vt B crcreme. Tlocie Toro, Kak vlan-unrepdeicy a0 HMs, TIPH nanbHEHIeH KoHpUTrypaliy
HOSBIISIETCSl BO3MOJKHOCTb YKa3hIBaTh HE CUCTEMHOC MM (vlan 2), a ero nameif (inside).

interface vlan 2

nameif inside

Tlocie OSBATCS CACTEMHOE COODIICHHE, UTO YPOBEHD Ge30MacHOCTH JIIsl JanHoro vian
BBIGpan Mo ymonuanuio kak 100 (T.€. camblil BRICOKHI YPOBEHE Gesomacuocth). Tpaduk U3 9TOH
CeTH MHCIIEKTHPYETCS, M CO3/AIOTCS aBTOMATHHYECKHE TpaBuia, paspernaioife TPOXOKICHUE
tpaduka u3 LAN B WAN.

INFO: Security level for "inside" set to 100 by default.

Tapametp 100 peKOMEHIY€TCs YCTAHABIUBATE HA TIOPTHI, POJIb KOTOPBIX inside, T.e. Ha

Te HOPTHI, KOTOPBIE HOIKITIOUCHDI K LAN.
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Hacrpoiika ip-azpeca vlan 2.
ip address 192.168.11.62 255.255.255.192
AHAQIOFHUHO BBIIOTHACTCS HACTPOHKA vlan 3.

interface vlan 3
nameif outside
Tlociie IOSBUTCS CHCTEMHOE COOOLICHHE O TOM, HTO ypoBeHb Ge3011aCHOCTH [T JIaHHOTO

vlan BbIOpaH 10 YMOJIMaHHIO KaK 0 (T.€. caMblil HU3KAH YPOBEHb 6€30IaCHOCTH).

INFO: Security level for "outside set to 0 by default.

[Mapamerp security-level 0 ToBOpHT O TOM, uro st Tpaduka u3 LAN 6ymyT co3faBarhes
ABRTOMATHYECKHE TIPABKJIA IPY HHAIHALMH CCaHCa U3 LAN B WAN. A 1pH HONBITKE HHUIHATHA
ceanca casizi 13 WAN B LAN Tpadux 6yaer 0TOpOLIEH.

Hacrpoiika ip-aapeca vlan 3.

ip address 192.168.111.5 255.255.255.248

HacTpoiika MapuipyTa 1o YMOTHAHHIO BO BHELIHIOH CeTh.

route outside 0.0.0.0 0.0.0.0 192.168.111.6 1// to router R

Hactpoiika 00beKTa U1 BCeX cereil.

object network OBJ_GENERIC_ALLI11

subnet 0.0.0.0 0.0.0.0

Hacrpoiika npasui NAT s Tpasciisimi inside-anpecos B outside-azpec.

object network OBJ_GENERIC_ALLI11

nat (inside,outside) dynamic interface

Hactpoiika class-map.

class-map inspection_defaultl 1

match default-inspection-traffic

Hacrpoiika policy-map s (uipTpalmK TAKeToB DNS-3anpocoB, pasMep KOTOPBIX
npeppiaet 512 GaiT.

policy-map type inspect dns preset_dns_mapl1

parameters
message-length maximum 512

Hacrpoiika rno0atpHOH MOIATHKY global_policy st aHanusa tpapuka B QUILTPAIMH
HEKOTOPBIX TPOTOKOJIOB IIPHUKJIAHOIO YPOBHL.

policy-map global_policy

class inspection_default11
inspect dns preset_dns_map11
inspect ftp
inspect h323
inspect http
inspect icmp
inspect tftp

Bxouenue nonutuku global _policy

service-policy global_policy global

ITpoBepka: ping ¢ ASA5505 Ha 8.8.8.8 10/DKEH IPOXOAUTD.

Hactpoiika DHCP.

AzpecHOe TPOCTPAaHCTBO PEKOMCH/IYCTCH seteaTh Ha 15-30 ip-anpecos. B pamkax
cumyiropa CPT npoTokon DHCP 1a ASAS5505 moskeT paboTaTh HEKOPPEKTHO, a B HEKOTOPBIX
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cnyuasx CPT moker aBapuiiHO 3aKpHITHCH norepeil BCEX JIAHHBIX. [TooTomy niepen
mactpoiikoit DHCP Ha ASAS5505 (Tak ke, KaKk U Ha OCTaNBHBIX yCTpOlcTBaX) COXpAHSIETCs
koH(uUrypanus (write memory), 3aTeM COXpaHACTCH peck npoekt CPT, TOMbKO MOTOM MOXKHO
[pECTYNaTh K HACTPOMKe DHCP. Jlnst 100% coxpaseHus BBITOHEHHOM Pa0OThI PEKOMEH/TYET A
CKOIMPOBATH COXPAHEHHBIH MPOCKT CPT u OTKpBITH €r0 KOIHUIO UL gacrpoiiku DHCP.

dhepd address 192.168.11.1-192.168.11.30 inside

dhcpd dns 8.8.8.8 interface inside

dhcpd enable inside

J1o6B1 IIPOBEPHTH KOPPEKTHOCTD pacrpoitkun DHCP, HYKHO BBIIONHUTE KOMAHLY show
run Ha ASA5505 B OCMOTPETH B KOHIIC BRIBO/A KOH(UIYpaIHH CTPOUKH C nactpoiikoit DHCP.
Eciiu Bce TPUMEHHIIOCH BEPHO, TO JOKHbL 6BITH 4 CTPOKH, KOTOPBIC HAUMHAIOTCA C dhepd -3
CTPOKH T€, UTO BBOIMIIHCEH TPH nacrpoiike DHCP, u eme 1 cTpoka dhepd auto_config outside.
Tocite 3TOr0 HH B KOEM CIydae Helb3s Iepesarpyidarb ASA5505, 1.x. CPT ¢ BeposTHOCTHIO
99% apapuiiso 3aBepmuTcs. Eciu dhepd auto_config outside Her B xouduryparu, a mo DHCP
ASA coobmaet PC Bee ip-TapamMeTpbl, KpOME OCHOBHOTO mmoza, To Ha PC Bee ip-napameTphl
HYJKHO HACTPOUTE BPYJHYHO.

Hacrpoiika LAN 3a ASAS5505.

Ecou ¢ DHCP ma ASA npobiem HeT, PC nacTpauBaeTcsi Ha aBTOMATHYECKUN IIpUeM
HACTPOEK, HA SErver BpydHyro Ha3HAUAeTCH ToGoii cBoboHbH ip-axpec 13 LAN ASAS5505 (ip-
ajpec cepsepa HE JI0JUKEH nepeceKkarnest ¢ MyJIoM DHCP), macka IMOJICETH, OCHOBHOM IIIIO3 U
DNS.

Iposepka: ping ¢ PC u Server Ha 8.8.8.8 JI0JIKEH MPOXOJHTh, CAHT Cisco.com MOJKEH
OTKPBIBAThC.

CoxpaseHne KOHQUIypaIiy Ha BCeX CETEeBBIX YCTPOHCTBAX, COXPAHEHHE IPOCKTA CPT.

DNS

8888 dca.coll

Internet
8.80.0116

GO
10.16.1.4/30 \
1z 168N 12826 3. ° !

I
192.168.N0.128/26 DR

Pucynok cxema it HAaCTPOHKH
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3aganne 3 Haerpoiika JAeMHIHTAPH30BAHHOM 30HbI HA ASA 5505

WcxoHble JaHHbIE:

1. Ne — nomep Ballero BapHaHTa.

2. X — umci0, KOTOPOE HYXHO BHIOATh 110 ONPEIC/ICHIbIM TIpaBHIIAM H3 HEKOTOPOTrO
MHOIKECTBA.

3. DR — MapmpyT 1o yMOIYaHHIO.

&

Ha Bcex MapiipyTH3aTopax JOTHH/TIAPOJIb CiSCO.

5. Ha ASA 5505 enable password IycTOH.

6. Ha cxemax KPacHBIM LBETOM MOMEHAIOTCH obnacTy, Tae HeoOX0JMMO BBITOTHHTL
HACTPOMKY.

7. B KoH(Hrypalyi KpacHbIM IBETOM [OMEHAIOTCH MecTa, KOTOpble HE0OXOIHMO
HA3MEHUTB.

8. B koH(bHrypaLUH 3eJeHbIM IBETOM NOMETAtOTCAH pMeHa 00BEKTOB U EPEMEHHBIX.

9. Ilpu mpoBepke ping U NOMBITKE OTKPLITH caiiTe! cisco.com ¥ dmz.net makeTsl MOLYT
Hauarh XOJUTh HE cpa3y, a TOJILKO € BTOPO#-TpeTheil MOIBITKH.

10. Tlocie BBIIOIHEHHS] KaikKIOH 3a/iaqd, Hd BCCM 06OpyIOBaHHE, T/I¢ BBIIOIHAIACK
HacTpoliKa, HeoOX0MMO COXpaHsATh KOH(MHTYPALKIO C TIOMOIIBIO KOMAHIET COpY Tun start, 60
ee KpaTKoro aHanora write (st Cisco ASA — write memory).

11. O6wekTsl u3ydernst ASA 5505:

- nacTpoiixa nHTEpHEHCOB U VLAN;

- nactpoiika DHCP;

- macrpoiika Objects u object-groups;

- mactpoiika NAT/PAT;

- HacTpoiika class-map;

- HacTpoiika policy-map;

- Hactpoiika service-policy;

- nacTpoiika DMZ;

- mactpoiika SNAT;

- nactpoiika extended ACL.

3agaym:

Hacrpoiika coeHHEHHA ASAS5505 u ISP.

Basoas HacTpoiika ASA5505 u LAN 3a ASAS5505.

Hacrpoiixa DMZ.

Hacrpoiika SNAT u ACL.

Xox paboThi:

Ha ISP macrpausaeTcsi HHTEpGeiic B CTOPOHY ASAS5505.

interface Gig0/1

description ASAS505

no shutdown
ip address 209.1.48.13 255.255.255.248

Basosast HacTpoiika ASAS5505.

conft

hostname ASA5505

interface Ethernet0/0
switchport access vian 3
exit
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interface Ethernet0/1
switchport access vlan 2
exit
interface vlan 2
nameif inside
ip address 192.168.11.62 255.255.255.192
exit
interface vlan 3
nameif outside
ip address 209.1.48.9 255.255.255.248
exit
route outside 0.0.0.0 0.0.0.0 209.1.48.14 1
class-map inspection_default11
match default-inspection-traffic
exit
policy-map global |_policy
class inspection_default1l
inspect dns
inspect ftp
inspect h323
inspect http
inspect iemp
inspect tftp
exit
service-policy ~global_policy global
exit
write memory
Iposepka: ping ¢ ASA5505 ma ISP u 8.8.8.8 n0o/mKeH IPOXOIHTE.
Hacrpoiika PC 8 LAN ASAS5505.
Ha PC BpydYHYIO BBINOJHSIOTCS ip-nacTpoiiku (ip-agpec, Macka IOZICETH, OCHOBHOM
103 1 DNS-cepsep), ip-aapec BblOHpacTes mo6oi cBOOOTHEIH.
Mposepka: ping ot PC 10 ASAS5505 momKeH MpOXOIUTh.
Hacrpoiixa NAT st inside-subnet (LAN ASA5505).
object network inside-subnet
subnet 192.168.11.0 255.255.255.192
nat (inside,outside) dynamic interface
Mposepxa: ping or PC 1o §.8.8.8 JO/DKEH NPOXOJIMTH, CAWT Cisco.com JOIDKEH

OTKPHIBATBCH.
DMZ-server sBsieTcss  Kak  BeO-cepBepoM, Tak M ceppepom DNS i

nonpsopareneit B DMZ-3one. Public User's uepe3 Opay3ep OTKPBIBAIOT caiir dmz.net. Public
User's HOJNy4aroT ip-HACTPOHKH 1O DHCP ot ASA5505. Public Hotspot yxe HacTpoeHa H
nenaer TpaHcisumo Wi-Fi B nposonuoi Ethernet, T.e. sBIseTCA TPAHCIHUPYIOLIAM MOCTOM H
paboraer Ha L2. Kpome TOro, Ha caiitT dmz.net JOJDKHBI 3aX0HTh II0JIB30BATCIIM H3 BHETTHEH
r00abHOM ceTH, MO3TOMY Ha ASAS5505 HyXHO HACTPOHTH 2 BHJA NAT s DMZ — NAT ¢
Tmeperpy3koil (Juii TOro, qro6pr Public Users's MOIIH BBIXOJMTH BO BHCIIHIOI CeTh) H
CTaTHUECKHil (JUIs TOTO, 4TOOBI Ha pe6-crpammiyy DMZ-server'a Mor 3aitTi momk3oBarels ¢ PC-
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External). Ha ASAS5505 HYKHO BKIIOYHTH ACL, a B DNS cepsep 8.8.8.8 BHecTH A-3aIIHCh
dmz.net.
Hacrpoiixa na ASA5505 untepdeiicos u VLAN mis DMZ.
Jlnss DMZ BBIOpas mnopt Ethernet0/2 u VLAN 4.
interface Ethernet0/2
switchport access vlan 4
Hacrpoiika vlan-uutepdeiica.
Kowmanma no forward interface Vlan2 3ampemact nepecbuiky tpaguka us DMZ B LAN,
T.e. onb3oBaTenu u3 DMZ He CMOTYT CBA3ATRCA C PC.
interface vlian 4
no forward interface Vlan2
nameif dmz
security-level 50
ip address 192.168.211.254 255.255.255.0
Iposepka: KomaHaa show switch vlan moxaspiBaeT HMEHA H CTaTyC BCEX vlan Ha ASA.
Hactpoiika DHCP Ha ASAS5505 11151 ABTOMATHYECKOH BBIIaYH ip-HACTPOEK Public Userl
u Public User2.
dhcpd address 192.168.211.11-192.168.211.19 dmz
dhepd dns 192.168.211.1 interface dmz
dhepd enable dmz
ASA5505 uepes DHCP coobmaer Public User's, uTobbl oHu cBou dns-3ampochl Ha
paspeinenne dmz.net B ip-aipec OTHPABTIAIH DNS-cayx6e DMZ-cepsepa. DMZ-server Oymer
coobmars  Public User's, uro ip-aapec dmznet Gymer ero e COOCTBEHHBIH ajpec —
192.168.2Ne.1.
Hacrpoiika [P xra DMZ-server.

ip-address 192.168.211.1
mask 255.255.255.0
default gateway 192.168.211.254 (ip-anpec uaTepdeiica ASAS5505 B a10H CeTH)
dns 192.168.211.1

Hacrpoiika DNS Ha DMZ-server.
Bimounts cnyx0y DNS, ykasars ums caita dmz.net ¥ cOOTBETCTBHE eMy ip-aapeca,
HaxaTh KHorky add.

30



DNS Service @ On

Resource Records

- dmm O—

Address |192.168.282.1|

2.168.2Ne.0/24 (Public
Users's, DMZ-server, ASA5505) 10/KEH TPOXOHTE, Y Public User's JOKEH OTKPBIBATLCS
caiiT dmz.net.
Hactpoiika NAT/PAT nns Public Users's Ha ASAS505.
Cosznaetcs object-network i HacTpauBaCTCS NAT/PAT.
object network dmz-subnet
subnet 192.168.211.0 255.255.255.0
nat (dmz,outside) dynamic interface
Ping Ha 8.8.8.8 1 8.8.254.252 NOJIKEH XO/HTE, HO cisco.com He OTKphIBaeTCs.
Yrobel y Public User's 3apaGoTan cisco.com, B DNS-ciyx6e DMZ-ceppepa HyXHO
IIPONHCATH COTIOCTABIICHIC cisco.com ip-anpecy 8.8.254.252.

IpoBepka: ping M)Klly 060171 y BCEX yCTPOHCTB BHYTPH c i 19
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DNS Service @ On @ off

1 dmaz.net A Record 192.168.2181

|
|
1
|

Tporepxa: y Public User's T0JKEH OTKPBIBATLCS CiSCO.com.
5. Hactpoiika SNAT.
Cospaercs obbexT Webserver-Ext, T.e. mepeMeHHas UL npezncrapienust DMZ-cepsepa
B cet MutepHer. Anpec A [epeMeHHOI BHIOMpAeTCs W3 CCTH 209.1.48.8/29 1 HE JOIDKEH
COBIIAJATh C HA3HAYCHHBIMH apecamu Ha ASAS5505 u ISP.
object network Webserver-Ext
host 209.1.48.12
Tenepb HyXKHO CO3aTh MEPEMEHHYIO /UL npencrasnenns DMZ-cepsepa B DMZ LAN u
mactpouth SNAT.
object network Webserver
host 192.168.211.1
nat (dmz,outside) static 209.1.48.12
Jlnst obmena http-TpaguKOM MEXIY PC-External u DMZ-cepBepoM HYXKHO HAaCTPOHTBH
pacIIMpEeHHbIH CIUCOK JIOCTYIA 1 HPUMEHHTH €ro Ha gremHui uaTepheic ASAS505.
access-list Outside extended permit tcp any host 209.1.48.12 eq www
access-group Outside in interface outside
Uro6s1 dmz.net na PC-External oTKpBIBacs 110 UMEHH, Ha DNS-ceppepe 8.8.8.8 myxHO
pOIHCaTh COOTBETCTBHE dmz.net BHemHeMy ip-axpecy. B IPOTHBHOM CIyHac, yTo0BI CalT
OTKpBUICA B CTPOKe Opay3epa, HY)KHO yKasaTh TOJIBKO BHEIITHAR ip-a/pec.
Iposepka: Ha PC-External caiit dmz.net qOMKEH OTKPBIBATHCH.
Coxpanenne KOHQUIypaiuH Ha BCEX CeTeBbIX ycTpoiicTBax, COXPaHEHHE MPOCKTa CPT.
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dmz.net 2

DMZ server

192.168.2Ne.1 Tm
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No.0/26 ]
"'q’

~ ASAB5505

3ananne 4 llocTpoenue KIHEHTCKAX VPN-cereii
HMcxoanbie JaHHbIE:

1. No — HOoMep BalllETO BApHAHTA.

7. X — yEcno, KOTOpoe HYKHO BBIOPATh MO OTPEACICHHBIM NpaBH/IaM B3 HEKOTOPOTO
MHOJKECTBA.

3. DR — MapmpyT o yMOJTYaHHIO.

4, Ha Bcex MaplipyTH3aTOpax JIOTMH/IapoIIb CiSCO.

5. Ha ASA5505 enable password mycTOM.

6. Ha cxemax KpacHBIM IBETOM TOMEHAIOTCA 061acTH, T7I€ HEOOXOJIUMO BBINOIHHTE
HACTPOMKY.

7. B KOH(HrypaluH KPACHBIM IIBETOM MOMEHAOTCA MecTa, KOTOpble HeoOX0muMo
H3MEHHUTb.

8. B pawmkax Lab 2-3 6asoBas nactpoiika R1, R2 u ISP yxe BblIoIHEHa.

9. Tlpu TpOBEpKe ping M TONBITKE OTKPLITH caitt cisco.com mnm Intranet-cepsepa
[1aKeThl MOT'YT HAYaTh XOJIUTh HE CPasy, a TONBKO € BTOPOM-TPEThEH MOIIBITKH.
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10. Tlociie BBITOTHCHHUSA Ka)KJI0H 3a7a4dd, Ha BCEM oBopy/loBaHuK, T/Ie BBIIOJHAIACH
HACTPOIiKa, HEOOXOAUMO COXPAHATH KOH(UTypAIHs ¢ TOMOIIBIO KOMAH/E! COpY run start, THO0
ee KpaTKoro aHajora write (s Cisco ASAS5505 — write memory).

11. OGBextsl u3yuenus ASASS05:

- ASA Basic;

- mactpoiika DHCP;

- HacTpoiika group-policy;

- HACTpOiiKa username password,;

- HacTpoiika webvpn.

Japaqu:

1. Hactpoiika JMHAMHYECKOH MapUIpy TH3ALHH ma R1, R2 u ISP.

2. Hactpoiika LAN R2.

3. Hacrpoiixa coe/IMHEHA R1 ¢ ASA.

4. Hacrpoiika ASA 1 LAN ASA.

5. Hacrpoiika VPN ASA.

Xo padoThi:

6. Ha R1, R2 u ISP BomoiHA€TCS nactpoitka OSPF. Huske mpuBOAMTCA THIOBAA
KOH(Hrypawys /Uis HACTPOHKH JMUHAMHYECKOH MapIIpy TH3aIN.

router ospf N\e

log-adjacency-changes detail
network 10.0.0.0 0.255.255.255 area 0

Ha ISP macTpampaeTcs MapuipyT O YMOTYAHMIO B cropory 8.8.0.0/16 u ero
pacrpe/ieJIeHHe 9epe3 OSPF.

ip route 0.0.0.0 0.0.0.0 2i0/0 1

router ospf Ne

default-information originate

TlpoBepka: B BBIBOJE KOMAH/b! show ip route Ha R1 1 R2 joimkeH IpHCYTCTBOBATL
MapuipyT MO YMOT4aHHIO OT ISP, a Tax)e MapLpyThl K ADYTHM CETSM, IOJIyHCHHEIC uepes
OSPF. Ping ot R1 1 R2 110 8.8.8.8 10/mKEH IPOXOUTh.

7. Ha R2 macrpaupaercst uaTepdeiic B CTOPOHY LAN (cornacHo Ju3aiia) u DHCP-
ceprep. PC2-Client 107KEH IOy ATk apToMarHueckue Hactpoiiku mo DHCP.

description LAN

no shutdown

ip address 10.2Ne. Ne.X 126

Hactpoiika DHCP na R2.

ip dhep pool LAN

network 10.2Ne.Ne.64 /26
default-router 10.2Ne.Ne.X
dns-server 8.8.8.8

Ilocne wmactpoiiku DHCP ceresas Kapra PC2-Client mepeBOIMTCA B PEXAM
ABTOMATHYECKOTO MpHeMa ip-HacTPOEK.

Nposepka: na PC2-Client nomkeH OTKpBIBATBCS CAHT cisco.com. Ha R1 B Tabmuaue
MapUIpYTH3ALHHA JIOJDKCH IIPACYTCTBOBATE mapuipyT k cern PC2-Client, HOJIy9IeHHBIH depes
OSPF.

8. HaRI nacrpanBaeTcs LAN-unTepdeiic (cormacHo nw3aiiaa).

description LAN_ASAS505

no shutdown
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ip address 10.Ne.Ne.X /28
Ilposepka: Ha R2 B Tabnuue MapiupyTH3aluy AOJDKEH HPUCYTCTBOBATH MapLIPyT K
cetd 10.Ne.Ne,128/28, monyuennsiii uepe3 OSPF.
9.  Ckpunr Oa3oBoi HacTpoiika ASAS505.
conft
hostname ASAS5505
interface Ethernet0/0
switchport access vlan 3
exit
interface Ethernet0/1
switchport access vlan 2
exit
interface vlan 2
nameif inside
ip address 192.168.Ne.X /26
exit
interface vlan 3
nameif outside
ip address 10.Ne.Ne.X /28
exit
route outside 0.0.0.0 0.0.0.0 10.Ne.Ne.X 1
class-map global-classNe
match default-inspection-traffic
exit
policy-map global_policy
class global-classNe
inspect ftp
inspect h323
inspect http
inspect icmp
inspect tftp
exit
service-policy global policy global
object network inside-subnet
subnet 192.168.Ne.0 /26
nat (inside,outside) dynamic interface
exit
write memory
Hacrpoiika DHCP na ASA5505.
dhepd address 192.168.Ne.X-192.168.Ne. X inside
dhepd dns 8.8.8.8 interface inside
dhepd enable inside
Hacrpoiika IP na LAN-ycTpolicTax.
Ha Intranet-server'e Bpy4HYIO HIpPHMEHSIIOTCS ip-HAacTpoiiku (coriacHo amsaiina). PCI
nony4aet ip-aactpoiiku no DHCP ot ASAS5505 (eciu ects nmpoOiieMbl ¢ OJIy4YeHHEM ip-ajipeca
OCHOBHOTO TIUTIO3a, TO ip-HACTPOUKH BBITTOJIHIIOTCS BPYUHYIO).
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Ilpoepka: ping Ha 8.8.8.8 u 8.8.254.252 (cisco.com) N0IKEH MPOXOIUTD.
Cisco.com Ha LAN-ycTpoHCTBAX He OTKPBLIBAETCs, HO OTKphIBAeTCs IIO ip-ajpecy
8.8.254.252. TpeOyercss HACTPOUTH pa3pelieHHe IPOXoxaeHus dns-Tpapuka B HOIUTUKE

Gesonacuoctd ASAS5505.
policy-map global_policy
class global-classNe
inspect dns

exit
Iposepka: caiit cisco.com oTkpeiBaeTcs Ha LAN-ycrpoiicTsax.

10.  Hacrpoiika WebVPN.
B oxne ynpasnenust ASAS5505 HyxHO mepeiiti Ha Biiaanky Config u BbIOpaTh MeHIO

Bookmark Manager. B mnosie Bookmark Title Hy:kHO ycTaHoBHTH omucanwe Remote, B moJje
URL ycranouts http://192.168.Ne.1 i maxars xnonky Add (cm. puc.).

Bookmark Manager
Bookmarks
Bookmark Title Remote

iBoulkpas Tite .

Eguivalent ASA Commands
1
1
t
1
1
ASAE§

ASAjconfigure terminal

ASA{config)$
ASAi{config)$

TR e

ITocse HACTPOMKH 3aKNAIKH HY>KHO HACTPOHTH HOMMTHKY OE30MaCHOCTH.
B pexume rinobanbHON KOHGUrYpaIlHH BKIIOYaeTcs webvpn 1 mpuMensercs Ha outside-

untepdeiic.
webvpn
enable outside
exit
Jlasiee HacTpauBaeTCst TPYIIOBas MOTMTHKA yAaNEHHBIX T0JIb30BaTENEH.
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group-policy remote_users internal
group-policy remote_users attributes
vpn-tunnel-protocol ssl-clientless
webvpn
url-list value Remote
exit
Iocne  macTpoiiku  rpynmoBoii MOAMTHKH  HacTpaHBaeTCs aBTOpHU3AIHs
JIOTHHY/TIAPOJTIO.
username client password ciscoNe
username client attributes
vpn-group-policy remote_users
Ha namenu ynpasnenms ASAS5505 Bo BKIamke Config Hy)HO BbIGpaTh Menio User

Manager. B none Profile Name ykaseisaetcs client-profile u 3atem HYIKHO HakaTh KHONKY Set
(cM. puc.).

1o

Group Policy remote_users

. ProfileName  Group Policy

client-profile remote_users

:auivelent ASA Commands

ASR {config-username) fexit

ASA{config)§~2Z

ASR¥

$5Y5-5-CONFIG_I: Configured from conscle by console

T

ASRjconfigure terminal
ASXh{configl$
ASA{config)$
ASKiconfig)#

Iposepka: na PC2-Remote B  ampecHoit crpoke  Opay3epa  ykasbiBaercst
https://10.Ne.Ne. X (ip-ampec ASAS5505, KOTOpHIH HasHaueH Ha outside-untepoeiic). Iocne
YCTaHOBKH coejuHenns ASAS505 3ampocHT JOTHH/maposis. Ecim Bee BBLIOIHEHO NIPaBUITHHO,

TO Hepes samuieHHoe coenuHenne Ha PC2-Remote Oymer ormpasnena web-cTpanuia c
Intranet-ceprepa (cM. puc.).
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ASA Clientless Web VPN Portal

welcome to intranet

=

Coxpanenue KOHQHIypaIHH Ha BCEX CeTeBBIX YCTPOMCTBAX, coxpanenue npoekra CPT.

Bonpocel ona 6x00H020 Konmpons

1. Yro Takoe GpaHaMaysp B COCTaBe ONEPAIHOHHON CHCTEMBI?

2.Kakass Qenepanbnas ciyx6a oTBewaer 3a 3ammry MH(OPMAIMH HEKPHIITOrpadHIe-
CKFMH CpeCTBaMu?

3.Kakumu TokyMeHTaMu periaMeHTHPYETCs HEOOXOMHMOCTh MCTIOMb30BAHAS MEKCETE-
BBIX 5KPaHOB B HH(OPMAIIMOHHBIX cUCTEMAX?

4.Kakumu JIOKyMEHTaMH pPerflaMeHTHpyeTCs HeOOXOIMMOCTh HCIOMb30BAHMS CHCTEM
O0HapyeHHsl ¥ NPEJOTBPAIICHHS BTOPKEHHH B HHGOPMAIMOHHBIX CHCTEMAX, HMe-
FOIMX TIOJKITIOUEHHE K CETSIM OOILIEro TMo/b30BaHus H 00pabaTkBaromuX HHOpMa-
MO OIPAHHUYEHHOI0 J0CTyma?

5.Kaxum 06pazoM MOXHO 00ecreuuTh 3auuTy HHOPMAIIHH Mpu nepezade ee 3a rnpeje-
JIbI KOHTPOJIMPYEMOTO TIEPUMETPA OpraHu3aruu?

6.Kakumu JIoOKyMEHTaMH periaMeHTHpyeres 06paboTKa KOH(MHACHIMATHHOMN nHdopma-
LHH H HEOOXOAUMOCTH €€ 3aIluThl?

7.Kakumu JI0KyMEHTaMH periaMeHTApyeTcs o6paboTka MepCoHaNbHBIX JAHHBIX H HE0O-
XOJIMMOCTD MX 3aIIHTEI?

8.Kakum noxymenToM periiameHTHpyeTcs 06paboTka HH(bOPMAIHH B roCyIapCTBEHHBIX
UH(POPMAITHOHHBIX CHCTEMAX U HEOOXOIHMOCTD €€ 3alHThI?

9.Ilepeyncinte HEOOXOMMMBIE COCTABIIMIONIME Ul OOECTIEYEH S 3AITUTH KOH(pH/ICHIH-
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IbHON MH(pOpMaLHH IpH 00paloTKEe ee Ha ABTOHOMHBIX ABTOMATH3HPOBAHHBIX pa-
Ooumx Mecrax.

10. Ilepeunciure HeOOXOAMMBIE COCTABIIONIME TS OOCCIIEYCHHUS 3aIUTH KOH(HIEH-
nUabHOH HH(pOpMaIuu npu 0OpaboTke ee Ha pabounx MecTax MOJKIIOYEHHBIX K
JOKATBHOM BBIYHCITUTETLHOM CETH OPraHu3alue IIpU OTCYTCTBHH JIOCTYIIA K CETSM
OOIIEro moJjb30BaHHSL.

11. Ilepeunciute HEOOXOMMMEBIE COCTABIIAIONIHME IS 0OECIEYCHES 3aIUTHl KOHQHUAEH-
LHaTbHOH HHpOpMaiuy npu 06paboTke ee Ha paGoumx MecTax TIOIKIIFOYSHHBIX K
JIOKQILHOH BEIMHCITUTENLHOH CETH OpraHM3alldy TIpH YCIIOBHM HAJMYUSl JI0CTYIA K
CeTsM 00LIEro MOJIb30BaHMS.

12. Ilpu mOMOIIH KaKHX MEXaHH3MOB MOIKHO PasrpaHUYHTE JOCTYI MOJIB30BaTENeH U3
OJIHOTO CErMEHTA JIOKATBHOMH BHIYMCIMTENILHON CeTH K MH(OpMAaImu OrpaHHYEHHOTO
Jloctyma?

13. YTo Takoe aBTOMATH3UPOBAHHAS CHCTEMA?

14. Kakue xnaccer AC BBl 3HACTE?

15. Kakue ypoBHH 3aMIHINEHHOCTH HH(OPMAIIMOHHBIX CHCTEM, 00paGaThIBAIONMINX nep-
COHAJIBHBIE JJAHHBIC BB 3HaeTe?

16. Kakue kiiacchl rocy 1apcTBEHHBIX MH(POPMALMOHHEIX CHCTEM BB 3HACTE?

R'onmpom:nble BORPOCHI K IK3AMEHY

Pacrpenenennas o6paboTka gaHHEBIX.

Knaccuduxanms cereii no criocobam pacnpeenenus JIaHHBIX, CPaBHUTEIbHAS Xa-

PaKTePUCTHKA Pa3/THYHEIX THIIOB CETEH.

CeTeBbie omepaluoHHbIe CHCTEMBI.

CpecTpa B3auMOIEHCTBHS IPOIIECCOB B CETAX.

CHCTeMBL KIHEHT-CePBEp, OHOPAHIOBLIE CETH, JIOKATHHBIE H II00AILHBIC COTH.

MapuipyTusatopel, mekcereBbie skparbi (MD). OCHOBHEIE CXeMbl IIPUMEHEHHS

MD.

7. Abowmenrckoe mudpoBanue. BUpTyansibie yacTHbIe coTH.

8. Wpentnpukanus u ayrenTHGHKALHST a0OHEHTOR CETH.

9. Merozxs! pa3/ielieHHs PeCyYPCOB U TEXHOJIOTHH pasrpaHUYeHH s JOCTYIIA.

10. Dnexrponnast nudpoBas NOJIHCH W AKETHOE mrppoBaHUE.

11. Kpunrorpaduueckue ceTeBble IIPOTOKOIEL. VYrpaeienne Kiouamu.

12. TlonsTre MONTHTHKH ceTeBOi Ge3onacHoCTH. THIOBBIE HIEMEHTHI NOJIMTHKH CeTe-
BOi 0€30MacHOCTH.

13. PexoMeHalmiu 1o OCTPOEHHIO IIOTHTHKH CETEBOH Ge3onacHocTd, OCHOBHEIE IIa-
I'H 10 PeaIH3alHH [TOJTHTHKH CETEBOM 0e3011aCHOCTH.

14. OcroBHbIe KpuTEpHE aHaTM3a ceTeBol GesonacHocTH. Obmas MPOLIElypa aHAIH34.

15. Mozens OSI. Vassumoctn 6a3oBBIX TPOTOKOTOB cemeiicta TCP/IP u MIPOTOKOJIOB
YIPaBIICHHUS CETHIO,

16. Ilprknajubie MPOTOKOMBI i CILyKOBL 3alUHTa OT BHPYCOB.

17. OcoOeHHOCTH peau3anuy W B3aHMOLEHCTBHS MIPUIOKEHHH Ha pas3IHYHBIX ILIAT-
(opmax.

18. OcnoBHbIC NpUHIKILI 0becmeueHus Ge30NacHOCTH 1 YTpaBIIEHHs] PacIpe/ielieH-
HBIMH PecypcaMH.

19. O6ecneuenne HaneKHOCTH UHPPACTPYKTYPEI Wnrepwer.

20. Bunsl ncnone3yemsix B MHTepHeT KaHaoB cBs3d. OCOBEHHOCTH HX 3AIIHTHI.

21. IlpuMeHEHNE MEKCETEBBIX SKPaHOB, BUpTyabHbIC YaCTHBIE CETH.

22. TIpoTOKOJIBI MApUIPY TH3ALHH. Be301acHOCTh IPOTOKOIOB AHHAMHYECKOH Mapuipy-

TH3aLHH.

ol o

S B
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23,

24.
25,

26.
27.

28.
29.
30.
31.
32.
33.

34.
35,

36.
37.
38.

39.
40.

41.

42.
43,
44,
45.
46.
47,
48,

49,

50

bBesomacHoCTh pasiudHEX THIOB moxkoYeHus K MnTteprer. Warerpauus noxans-
HBIX CETCH B PErHOHANBHEIE U ITI06AILHBIC CETH.

Koutposis n ananus obecnevenns Ge30nacHOCTH TOAKIIOUYSHHS K HrTepuer.
Ceprudunuposanibie cpeJcTBa aHAIHM3a 3AIHINCHHOCTH HH(POPMAIHOHHBIX CH-
cTeM

Permament nposenenus nposepox Ha HaIMUKE ySI3BAMOCTEH

THI0BBIE CXEMBI TOCTPOCHHSI CeTel MPEIPHSTHI ¢ HCTOTb30BAHHEM MEKCETEREIX
3KPaHOB

TunoBebie cxembl MOCTPOEHHS CeTell MPEMNPHATHHA C HCTIOJIB30BAHHEM CEpBEPOR
J0CTyma

Peectp cepTuuIupoBaHHbIX CPEICTB 3amUThH! unpopMarmn GCTIK

Ilopsinok opranusanuy 3auwTe! ipu 06paboTKe KoH(bUIEHIHAIEHOM HEOpMAIIH
Topsaok opranusauun 3amurel uEGOPMANUK B HH(OPMAIHOHHBIX CHCTEMAX 06-
PabaThIBAIOIIIX IEPCOHANBHBIE JAHHBIE

lopsinox opranmsaiyy 3amuTs! nedopMari B TOCYAapCTBEHHBIX HHYOPMAI[HOH-
HBIX CHCTEMax

ObGecneuenne 3auThl MHOOPMALEA MPH NEpEIate 3a MPEe/bI KOHTPOJHPYEMOii
30HBI

Ceprudunuporanssie cpeacTBa KPUIITOTPapIUECKOi 3aITHThL HH(pOpMAIIHH
Hcnome3oBanue >1ekTpoHHoi 1 KBaJIH(HIHPOBAHHOM 2/IeKTPOHHBIX MOANKCEH st
obecniedenns aBTOPCTBA HHPOPMALKH, e HETPOTHBOPEIHBOCTH

OcHOBHbIE BO3MOKHOCTH COBPEMEHHBIX CKAHEPOB YS3BHMOCTEH Ha npumepe XSpi-
der

OCHOBHEBIE BO3MOXHOCTH COBPEMEHHEIX CKAHEPOB YS3BHUMOCTEH Ha npumepe Cka-
Hep-BC

Heceprudunupopannsie cucremsr anamusa ysseuMocteit, Ha npumepe metasploit.
Aymat WiFi cereii, MexaHu3Mb! obecrieuenus UX 3aIUTHL

Hopsinox opranmsaiuy paboT 1O YIPABIEHHIO CHCTEMAMH 3aIATDHI HHGOpMALUH
IpH UCTIOJIE30BAHKH €IMHOI0 [EHTPA 00ecIeueH s HHPOPMAIMOHHOM GE30MacHO-
CTH B Opranusaruu Ha npumepe Dallas Lock

Iopsinox opranmsanuy paboT 10 YIPABICHHIO CHCTEMAMH 3alyThl uHbOpMAIHH
[IpH HCIOJIL30BAHUK €/IMHOTO IIeHTpa obecredeHus HHPOPMAITHOHHON Ge30MacHO-
CTH B Opranu3sanuy Ha npuMepe Secret Net Studio.

Beaymue otedecrennbie BeHAOPH B cdepe obecnedenms uH(OpMaIHOHHOM Ges-
OIIACHOCTH HEKPHIOTpaQHueCKHME CpeICTBAME B cetsx IBM

Benyume oreuecTBenHbIC Benoph B cdepe obecrneucHus UHPOPMALIMOHHOMN Ge3-
ONACHOCTH C HCIOJb30BAHUEM CPE/ICTB KPANTOrpahUIecKoi 3amuTsr nudopMAaLuH
B ceTsix OBM

Opranusanus fomeHa 0e300aCHOCTH B CETH Ha npumepe Dallas Lock

Opranu3anus fomena 6e300aCHOCTH B CETH Ha npumepe Secret Net Studio
Texnoumorns 3amuTe! HEGOPMALHUY IPH TPAHCTPAHUIHOI nepezaue.

OpraHusanus 3amuTEl HEQOPMALMH ITATHBIMH Cpe/ICTBAMH obopynoBaHus Ha
npumepe ACL, Vlan, npoTokosios MapiipyTr3arnumy.

MexaHH3MbI COBPEMEHHBIX OMEPAITMOHHBIX CHCTEM JUTS 0BeCIeueHns uH(pOpMAaIU-
OHHOH 6€301acHOCTH IPH (DYHKIMOHUPOBAHKH B CETH

MexaHH3Mbl COBPEMEHHBIX ONEPAMOHHEIX CHCTEM JUIS 00CCICUCHHUSI uHdGopmanu-
OHHOIi Ge30macHocTH NPy QYHKIMOHUPOBAHUE B BUPTYAILHBIX HHPpPACTPyKTypax,
U J1aTa UeHTpax.

. Pabora ¢ oTuy)1aeMbIMM HOCHTEIISIMA B CETAX.

Tunopbie YK3aMeHAMOHHBIE 32Ja9H
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10.

Paspaboraiite cxemy 3ammtel JIBC npemnpustist 1 APM 6Ges J0CTYIIa K CETH.
PaspaGoraiite cxemy 3atutel JIBC mipemnpusitisi 1 APM 6e3 Joctyna k cet ecte PCO.
Paspaboraiite cxemy samutst JIBC npemnpustas 1 APM ectb HHTEpHET

Paspaboraiite cxemy samuter JIBC npennpusitus 1 APM ects PCO, ecrtp moctym x un-
TEpHET.

PazpaGoraiite cxemy zamutsr JIBC HOPEANPUATHS HECKOJIbKO APM coe/lMHEHHBIX B
JIBC.

PaspaGoraiire cxemy samutsi JIBC npempustas Heckolbko APM coexunennbx B JIBC
ectb PCO HeT MoJKIIIOUeHAs K HHTEPHET

PaspaGotaiite cxemy samutsr JIBC npemmpustus meckonsko APM coenunennbx s JIBC
ecth PCO ecTh NOKIIOYEHHE K HHTEPHET

PaspabortaiiTe cxeMy 3alUTEI IPeANPHUATHS, COCTOSIIETO M3 HECKOIBKHX PaBHOIPABHBIX
Gunmanos.

PaspaboTaiite cxemy 3aliuThl IPEANPHATHS, COCTOSIIErO H3 HECKOIBKHX tbunnanos, mo-
CTYIl K FOJIOBHOMY O(HCY OCYIIECTBIIAETCS HYepe3 CepBep OCTyA.

PaspaGotatite cxemy 3aIuThbl IIPeTMPHATHS, COCTOAIETO U3 HECKOIBKHX HEPAaBHOIPAB-
HBIX (DrIIHAIIOB.
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JIucr perucrpaunn nuamerenuii k PILJL

KosuectBo [Moxmucek
Homep nporoxoia 3aceanus kadepsr,
CTpaHuI] paspaboTunka
Jlata yTBePXKACHNS H3MEHEHHS
HM3MEHEHHUS PILg
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